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SIGNAL SUBCOURSE 068 
DIVISION SIGNAL, ORDERS AND REPORTS 


INTRODUCTION 


Can you imagine our situation if we did not prepare and main- 
tain appropriate records and reports? Without records and 
reports, commanders and their staffs would be in the dark as to 
what their units were doing and how they were performing. Thus, 
appropriate plans, records, and reports, properly prepared and 
maintained, are essential in providing information required by 
commanders, their staffs, and by higher and lower headquarters. 
Also, the effectiveness of the Tactical Communications-Elec- 
tronic Systems is dependent on complete information in relation 
to current operational status and availability of personnel 
and equipment. This provides the means to evaluate systems 
performance and meet additional operational requirements. This 
is accomplished using certain records and reports that must be 
readily available and updated periodically. 


In this subcourse you will be exposed to many details that 
affect, either directly or indirectly, the preparation of orders 
and instructions that are to set forth the details of tactical 
operations and administrative actions in the field. These 
orders and instructions, which may be written or verbal, are 
issued to provide a coordinated plan in carrying out the 
commander's plan of action to accomplish the command mission. 
This subcourse will also discuss and describe the various 
records and reports that are necessary in the operation of C= 
systems. 


This subcourse consists of four lessons and an examination, 
as follows: 


Lesson 1. Command and Staff Relationship. 
Lesson 2. Communications-Electronics Orders. 
Lesson 3. Communications-Electronics Instructions. 
Lesson 4. Communications-Electronics Records and Reports. 
Examination | 
Credit Hours: 10 
GENERAL INSTRUCTIONS 
Each lesson in this subcourse is. divided into sections and 


contains study review exercise. The exercises will provide you | 


with a review of key points in the lesson. After studying the 
text in the section, read each exercise, fill in the blanks with 
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correct word(s), select correct multiple choice or provide cor- 
rect solution that best completes the statement or answers the 
question. Upon completion of the exercise compare your answers 
with solutions at the end of each lesson. 


You are encouraged to complete this subcourse as soon as 
possible; there is no specific limitation on the time you may 
spend on any lesson or on the examination. When you have com- 
pleted all lessons and study review exercises, take the examina- 
tion. 

Texts and Materials Furnished: 

Ls Subcourse Booklet SSO 068-7 


23 IT 0001, Tactical Signal Center Operations, Symbols, Dia- 
grams and Records for Circuit and Systems Planning, Feb 1977. 


ce Examination and punch card. 
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LESSON 1 


COMMAND AND STAFF RELATIONSHIP 


SCOP Rens. ¢-drp:sireaher recat area Sn'e Sree -Purpose of the staff; staff struc- 
tures; staff procedures and 
coordination. 

CREDIT “HOURS: .aestaceei 55s es ew ews 2 

TREAT ASS EGNMENT® 2 696 ee: dara we Attached memorandum, para li-l 
through 1-11, and IT OOO]. 

MATERIALS REQUIRED .....-cce. None 

SUGGES TIONS: 255 45%Gu 5 tee0ees< Retain lessons for open book 

| examination. 


LESSON OBJECTIVES 


The student will be able to: 


is Know the importance of good command and staff relationship 
OL” sa. MNEs 

2 Be familiar with the types of staff groups and their func- 
tions. 

3 Understand the staff procedures and five broad function 
areas. 

4, Be familiar with staff coordination and the four methods 


used to facilitate coordination. 


or Know the sequence of command and staff actions. 
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ATTACHED MEMORANDUM 
Section 1 COMMAND AND ‘STAFF RELATIONSHIP 
l-1 PURPOSE OF THE STAFF 


The purpose of this lesson is to provide you with the neces- 
sary information about command and staff relationships. When 
discussing the communications-electronics operations, orders, 
records, and reports contained in this subcourse, you will see 
that much planning and coordination must take place between the 
commander and his staff in developing plans and issuing orders 
to accomplish the command mission. The discussion of this sub- 
ject matter is necessary for a better understanding of the 
importance of accurate and timely preparation of C-E estimates, 
plans and orders, and maintenance of good records and reports. 

a. A good command-staff relationship is essential to any 
organization and operation. A commander who organizes and 
utilizes his staff properly, and a staff which works well together. 
and supports the commander form an unbeatable combination. The 
functions of the staff are continuous, and staff members must 
adapt to meet any situation. The end product of the staff is a 
presentation of a coordinated solution to the commander which 
requires only his approval or disapproval . 


b. Organization of the Staff. In organizing his staff 
the commander applies the organizational principles of: unit 
of command and direction, Span of control, delegation of 
authority, and grouping of compatible and related activities. 
He organizes his staff in accordance with the complexity of 
current operations. He depends upon his staff to develop the 
details and take necessary actions to present him with coordin- 
ated solutions to problems. Therefore, an effective staff pro- 
vides him with more time to concentrate on areas of his command 
that require his personal attention, and to plan more effec- 
tively for operations. . 


Cc. Features of the Staff. 


. (1) The staff is not a part of the chain of command. The 
commander delegates more authority to, and relies more heavily 
on, a staff that is highly trained and experienced=--one that 
fully understands his policies. A staff can develop this state 
of efficiency through stability, cooperation, and team effort. 


(2) Staff officers are assigned specific areas of _ 
responsibility. Staff officers must be thoroughly familiar 
with the capabilities and limitations of the subordinate units. 
A staff officer has five broad functions: he provides informa- 
tion; he makes estimates; he make recommendations; he prepares 
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plans and orders; and he supervises the execution of orders. A 
staff officer must possess initiative, ambition, judgement, 
ability to recognize and evaluate events that are critical to the 
success of the unit, and ability to work as a team member. He 
must be resourceful and imaginative in anticipating the needs of 
the command. 


(3) A staff officer, when presenting information or a recom- 
mendation, must be frank and honest. He must be able to speak 
and write efficiently. He must present his facts clearly, and 
he must insure that his material is based.on facts of reason- 
able assumptions. He should be tactful and act with reserve and 
good judgement, but he should not be a "yes man." The staff 
officer must willingly accept responsibility, must loyally sup- 
“port the commander's policies and decision, and must constantly 
strive to improve the ‘efficiency of the unit. 


LESSON 1 REVIEW EXERCISE 1 


These exercises will provide you with a review of key points 
in lesson text. If you are unable to complete an item, return 
to the lesson material and read the portion of the lesson that 
pertains to that item. 


Complete items 1 through 3. 


1. ° What are the five broad functions performed by a staff 
officer? | 


2. The staff is not a part of the chain of command. 


ae True. b. False. 
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ce The end product of a well organized and efficient 
staff is a presentation of a coordinated solution to the > 
commander which requires: 


a. only his signature on the operations order. 

lor only his approval or disapproval. 

on only his signature for the execution of orders. 

oe his decision to determine if a staff study should be 


made of the situation. 


CHECK YOUR ANSWERS WITH LESSON EXERCISE 1, SOLUTION SHEET. PAGE’ 


AND MAKE NECESSARY CORRECTIONS. 
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Section II STAFF STRUCTURE 
1-2 TYPES OF STAFF GROUPS ~ 


When looking at the different type staff groups, we find 
there are three types: the coordinating, the special, and the 
personal staff. See Figure 1-1 for the different staff groups. 
At battalion and group level, you will find only the coordinating 
and special staffs. At units commanded by a general officer, 
you will find all three staff groups. We will now discuss the 
three types of staff. . 


a. Personal Staff and Duties of its Members. The personal 
are such staff officers as the commander elects to coordinate 
and administer directly to assist him in meeting his personal 
needs and in special function areas. Special function areas, 
for example, can be the areas of the Staff Judge Advocate (SJA) , 
Inspector General (IG), and Information Officer (IO). Regardless 
of the commander uses in dealing with the personal staff mem- 
bers, the Chief of Staff (or in units below division, the 
Deputy Commander or Executive Officer) should be kept informed 
of their activities except for confidential subjects which the 
commander indicates are strictly between himself and the 
personal staff officer concerned. At times, a staff officer 
may be on the personal staff for part of his activities and 
either a member of the coordinating, or special staff group for 
the remainder of his activities. The commander's aides are 
members of his personal staff. Also, the Sergeant Major is . 
considered a member of the personal staff and is the senior 
enlisted assistant to the commander. He assists the commander 
in matters involving noncommissioned officers and enlisted men, 
and often assists the Adjutant in administrative matters. He 
maintains close and continuous contact with First Sergeants and 
with the Division Sergeant Major. 


The special staff includes certain technical specialists and 
heads of services, e.g., Communications-Electronics Officers, 
Chemical Officer, etc. Special staff officers are the technical 
advisers to the commander and are the coordinators of all | 
activities pertaining to their specialty field. A special staff 
officer.may also be a unit commander, e.g., the Signal Battalion 
Commander or Signal Brigade Commander. The profile of the 
special staff structure will change from unit to unit, @.9e-+ 
battalion, brigade, division, and corps. This is due to the 
desires and needs of the commander, and/or the type, size, and 
mission of the unit. . At division and higher there are special 
staff officers not normally found below division. The relation- 
ship can also be applied to the Signal Brigade and the Signal 
Battalion. ,The additional special staff officers at the higher 
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£00 SRDINATING STAFF | 


NOTES: 


"May also serve as both a special and personal staff officer. 
_ ©°Division C-E officer (DCEO) is also the signal battalion commander (dual het); 
also there may be others serving in dual hat capacity. 


“Figure qe Infantry division command and staff organization. 
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headquarters are to assist the commander in special areas. 


Cy Coordinating Staff and Duties of its Members. The 


coordinating staff is a group of officers specifically ordered 

or detailed to asssist the commander in planning, coordinating, 
and supervising operations. At division or higher, it is called 
the general staff. The staff consists of four or more principal 
functional sections: Personnel (Gl or S1); Military Intelligence 
(G2 or $2); Operations and Training (G3 or S83); Logistics (G4 

or $4); and in Division or higher, Civil Affairs (G5). A typ- 
ical division signal battalion coordinating staff of their 

duties and responsibilities are described below. See Figure 

1-2 for signal battalion command and staff organization. 


(1) “Executive Officer. The Executivie Officer is the 
principal assistant and adiviser to the Battalion Commander. He 
supervises the details of operations and administration, freeing 
the commander to devote maximum time to new or critcal problems 
as DCED. The Executive Officer keeps abreast of the logistical 
and tactical situations and plans, and is prepared to assume 
command in the absence of the commander. The Executive Officer-- 


(a) directs and coordinates the efforts of staff and 
headquarters personnel and assigns tasks to staff members. 


(b) represents the commander during his absence. 


(c) recommends security and defensive measures for 
installation of Battalion Headquarters. 


(d) security and defensive measures for instal- 
lation of battalion headquarters. 


(e) supervises and plans for displacement of the 
battalion. headquarters including reconnaissance for new loca~ 
tions and alternate areas. 


(f£) plans and directs rear area protection and area damage 
control activites of the battalion. 


(2) The Sl, Adjutant. The Battalion Adjutant is respons- 
ible for the administration of the headquarters and for coor- 
dinating the administration of the signal units organic and 
attached to the battalion. The Adjutant-- 


‘(a) supervises administrative personnel and personnel 
procedures; transfers, assignments, promotions and demotions, and 
classification of personnel. (Certain of these actions are 
handled by the Adjutant General Company and thei Finance Company 
of the division). 


© E> 
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Figure 1-2. Division signal battalion command & staff organization. 
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adgquarters are to assist the commander in special areas. 


om Coordinating. Staff and Duties of its: Members . The 
coordinating staff is a group of officers specifically ordered 
or detailed to asssist the commander in planning, coordinating, 
and supervising operations. At division or higher, it is called 
the general staff. The staff consists of four or more principal 
functional sections: Personnel (Gl or Sl); Military Intelligence 
(G2 or S2); Operations and Training (G3 or S3); Logistics (G4 
or S4); and in Division or higher, Civil Affairs (G5). A typ- 
ical division signal battalion coordinating staff of their 
duties and responsibilities are described below. See Figure 
1-2 for signal battalion command and staff organization. 


(1) Executive Officer. The Executivie Officer is the 


principal assistant and adiviser to the Battalion Commander. He 
supervises the details of operations and administration, freeing 
the commander to devote maximum time to new or critcal problems 
as DCED. The Executive Officer keeps abreast of the logistical 
and tactical situations and plans, and is prepared to assume 
command in the absence of the commander. The Executive Officer-- 


(a) directs and coordinates the efforts of staff and 
headquarters personnel and assigns tasks to staff members. 


(b) represents the commander during his absence. 


(c) recommends security and defensive measures for 
installation of Battalion Headquarters. 


(d) security and defensive measures for instal- 
lation of battalion headquarters. 


(e) supervises and plans for displacement of the 
battalion headquarters including reconnaissance for new loca- 
tions and alternate areas. 


(£) plans and directs rear area protection and area damage 
control activites of the battalion. 


(2) “The Sl, Adjutant. The Battalion Adjutant is respons- 
ible for the administration of the headquarters and for coor- 
dinating the administration of the signal units organic and 
attached to the battalion. The Adjutant-- 


‘(a) supervises administrative personnel and personnel 
procedures; transfers, assignments, promotions and demotions, and 
classification of personnel. (Certain of these actions are 
handled by the Adjutant General Company and thes Finance Company 
of the division). . 
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(b). processes recommendations for citations, honors, and 
awards; supervises the leave program; coordinates religious ser- 
vices and athletic programs.. 


(c) prepares instructions relating to records and reports. 


(d) receives, processes, and assigns personnel replacements 
far the battalion. — 


(e) supervises the arrangement and movement of Battalion 
Headquarters. — 


(f) supervises postal services. 


(g) publishes and distributes administrative orders and 
directives. — . 


(h) insures that the required publications and forms are 
available. 


(i) maintains the unit journal, policy files, and radiation 
exposure. data. 


(3) The 
52/S3 has staff responsibility in the areas of organization, 
operations, training, intelligence, and security. He is assisted 
in these responsibilities by the operations and intelligence 
section (supervised by the Asssistant S3). The §2/S3-- 


S2/S3, Operations and Intelligence Officer. The 


(a) continually reviews organization structure; recommends 
changes to, or augmentation to the signal battalion organization. 


(b) allocates battalion resources for mission accomplish- 
ment. 


(c) insures battalion operation readiness. 


| (d) keeps current on the status of critical MOS's in the 
_ battalion. 


(e) coordinates with the S1 on personnel and with the s4 
on logistics. 


(£) coordinates assignment of unit mission and employment. 


(g) prepares Signal estimates, C-E Annex to the command 
operations order, signal plans, diagrams, and SOP's. © 


(h) recommends the general location of the CP. 
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(i) supervises preparation of the Battalion Training 
Program and insures that it is followed. 


(j)_ supe 


rvises the development of training facilities and 
distribution of : 


i 
F training aids. 


rv 
a 

(k) conducts FTX and CPX training and maintains the 
training records and reports. 


(1) Disseminates intelligence information to battalion 
units. . 


(m) obtains and distributes maps. 


(n) supervises physical security. 


ibility for planning, coordinating, and supevising the logistic- 
al operations and facilities. His major areas of responsibility 
are supply transportation, and maintenance. The S4-- 


(a) advises the Battalion Commander on the status of. supply. 
(b) prepares logistical estimates and appropriate portions 
of SOP's, plans, and orders. ; 


(c) assures that battalion units are provided rations, 


water, POL, jorganizational and individual supplies, equipment, — 
and ammunition. 


. (d) supervises all supply activities to include operation 
.Of unit supply functions. 


(e) prepares plans for unit area damage control in coordin- 
ation with the executive officer. 


(f£) supervises the Logistics personnel of the administra- 
tion and Logistics section. 


officer-= 


(a) supervises the-direct support maintenance of C-E equip- 
ment. 


(b) supervises organizational maintenance of all wheeled 
vehicles, power generator, and C-E equipment. 
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(c). supervises preparation of all required records and 
reports in support of the command equipment maintenance program. 


(d) ' coordinates. closely with all other staff officers and 
commanders of subordinate units to enhance the command equipment 
maintenance and training program. — 

(e) advises the commander on all matters. pertaining to 
maintenance of C-E equipment, wheeled vehicles, and power gener- 
ators. | 

LESSON 1 REVIEW EXERCISE 2 

Complete items 1 through 5. 

L, What are the three types of staff groups? 


a. 


2. Which of the following staff officers would not be on 
the division commander's personal staff? 


a. Inspector General. 

b. Staff Judge Advocate. 
es Information Officer. 
| d. Chaplain. 


3. .The Command Sergeant Major is considered a member of 
the division commander's personal staff. 


TRUE FALSE 


4. What officer in the Division Signal Battalion repre- 
sents the commander (DCEO) during his absence? 


a. Operations S3. 

b. Executive. 

c. Radio Officer. 

d. Command Operations Company Commander. 
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5.. What section of headquarters and headquarters company 
of the Division Signal Battalion is responsible for obtaining maps 
for the battalion? 


Qs 64s c. 54, 
bs $2/S3. qd. Div C-E Officer 
Section 


CHECK YOUR ANSWERS WITH LESSON EXERCISE 2 SOLUTION SHEET PAGE 104. 
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Section III STAFF PROCEDURES | 
1-3 GENERAL. | 


You learned earlier in this lesson that the primary 
responsibility of each staff officer is to assist the commander 
in accomplishing the mission of the command. The staff officer 
follows standard procedures and techniques to accomplish this. 
The use of effective staff procedures speeds up staff actions, 
and improves the quality of assistance rendered by the staff. 

It helps insure that all matters are properly evaluated and 
included in sound, completed staff actions. Staff functions 
are categorized into five broad areas: 

a. Information. The staff collects, collates, evaluates, 
and transmits the fragments of information that flow continuously 
into the headquarters. In collecting the latest information 
and transmitting it promptly to the commander and other members 
of the command who need it. , 


b. ° Estimates. The staff prepares estimates to assist 
the commander in his examination of all factors influencing 
contemplated courses of action. Adequate plans hinge on early 
and continuing estimates by staff officers. 

c. ‘Recommendations. Staff officers made recommendations 


to assist the commander in reaching decisions and establishing 
policies. Staff officers also offer recommendations to one 
another and to subordinate commanders. In the latter case, 
recommendations are for the purpose of assistance only and do 
not carry command authority. 


plans and orders for implementation. Orders are issued in the 
commander's name if the commander has delegated the authority to 
the staff. The staff also prepares plan based upon anticipated 
events or conditions. An example of a plan and order would be 
the Communications-Electronics Annex to the command operation 
order, prepared by the DCEO and his staff. This C-E Annex will 
be discussed fully in another lesson in this subcourse. 

e. Execution of Plans and Orders. The staff assists the 
commander by insuring that subordinate elements carry out the 
commander's plans and orders. This relieves the commander of 
much detail, keeps the staff apprised of the situation, and 
provides the staff with information it needs for reports. 


1-4 COMPLETED STAFF ACTIONS. 


a. During the process of completing a staff action, the 
problem is studied, researched, and discussed prior to presenting 
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‘the solution to the commander. The solution is presented in a 
form that requires only his approval or disapproval. 


b. Effective staff work is accomplished through anticipat- 
ory planning and sound staff procedures. It requires a contin- 
ual exchange of pertinent information between staff sections. 
As the staff becomes more experienced and better trained, it 
works more closely as a team to provide completed staff actions 
to the commander. Completed staff action usually makes. more 
work for the staff officer, but it gives the commander more — 
freedom. It protects him: from partially developed. ideas, 
voluminous memorandums, and incomplete presentations. Figure 
1-3 is a checklist to assist the staff officers in their staff 
work, — 
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oT 


SCRIP 


' COMMANDER ~ 


Know the problem. 


Assign the problem and 
request a solution in such a 
way that completed staff work 
is readily possible. 


Make one individual responsible 
to you. 


State the problem to him clearly 
and precisely; explain reasons 
and background; limit area to be 
studied. 


Give the individual the advan- 
tage of your knowledge of the 
problem. 


Set a time limit or request the 
assignee to estimate a comple- 
tion date. 


Insure that you are available 
| for discussion as work pro- 
|gresses. Adequate guidance 
eliminates wasted effort and 


assures. completed staff work. 


Figure 1-3. 
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COMPLETED STAFF WORK 


' this question, 


ONee i ? 


STAFF OFFICER 


Work out all details com- 
pletely. 

Consult other staff officers. 
Study, write, and rewrite. 


coordinated, 
Do not 


Present a since, 
proposed action. 
equivocate. — 


Do not present long memoranda 
or explanations. Correct solu- 
tions are usually recognizable. 


When you present your solution, 
make sure ‘that it is/in such form 
that only approval or disap- 
proval is required by the 
commander. 


When you are ready to submit 
your solution, ask yourself 
"Tf I were 

the commander, would I sign 
this paper and stake my — 
professional reputation on its 
authenticity?" If you would. 
not, take it back and work it 
Lt is not yet completed 


Checklist for Completed Staff Work. 


1-5 STAFF COORDINATION - 


' Staff coordination means staff teamwork. It includes the 
action required within the staff to insure that plans and orders 
are. executed as the commander desires. Most actions have an 
overlap of interest that affects more than one staff section. 
Therefore, a close personal relationship between staff sections 
is mandatory. Staff coordination must insure that staff 
officers work in harmony or agreement in carrying out plans. 
Conflicts and duplications are avoided by making necessary 
adjustments before orders are implemented. Personal conflicts 
must never adversely affect staff actions. Staff actions are 
examined by all interested staff officers to adjust and resolve 
conflicts. Combat ‘operations generally require rapid coordination 
and reaction time; thus, the staff must respond with sound 
coordination procedures. Each staff officer must know the 
responsibilities of all staff sections. This is essential in 
determining the requirements of other staff members and to 
facilitate coordinated action. Staff officers must habitually 
"talk to each other," and freely exchange information and ideas. 
This is the key to effective staff work. All officers should be > 
informed and up-to-date on significant projects. 


t-6 PROCEDURES FOR STAFF COORDINATION. 


Standardized methods or procedures are established within a 
unit to facilitate coordination. The internal arrangement of 
the headquarters is established to receive and route incoming 
messages, routine, or special action papers to insure quick 
delivery and speedy reaction time. Related operations are 
located adjacent to each other to provide more convenient 
working conditions. Internal communications are planned to pro- 
vide an easy, rapid means of contact. Staff officers are assigned 
specific responsibilities. This assists in the routing of 
necessary action, provides basic knowledge of other officers’ needs 
and the type of information each can best provide. A system 
of formal or informal reports is established to provide a 
prompt means of exchanging information as a result of staff 
officer inspections or visits. Direct contact with staff sec- 
tions is necessary. Coordination is insured by use of formal or 
informal staff actions which ,are: 


Qe 


b. Visits. Staff officers visit units to obtain infor- 
mation for the commander, observe execution of orders, and assist 
subordinate commanders. Normal courtesy is practiced during 
visits; call on the commander initially, state purpose of the 
visit, report facts noted, and what the staff officer will 
report upon return to the headquarters. After the visit, the 
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staff officer reports the significant facts to the commander 
and staff as appropriate. 


c. | Inspections. The commander and staff officers conduct 
inspections to ascertain the readiness condition of the unit. 
Various methods or techniques may be used, but in each case the 
subordinate commander is furnished results of the inspection. 
Results may then serve as the basis for corrective action. 


problems facing the command. Each staff officer must be prepared 
to brief on the activities of his section at any time, or 
contribute to a command-type briefing. 


1-7 INDIVIDUAL STAFF ACTION 


Many daily routine actions handled within a staff do not 
require the formality of the command and staff planning 
described in subsequent paragraphs. The unit SOP normally 
prescribes required actions and designates primary staff 
responsibility. Conflicts in overlapping interests that produce 
disagreement between or among staff officers will be resolved 
by the executive officer or commander. When a staff officer is 

given primary responsibility for a project and is designated 
"Action Officer," he must fully coordinate with other inter- 
ested staff sections in developing the proposed responses. The 
final product of this coordination is a staff recommendation. 
Action officers coordinate informally and use any appropriate 
means, such as telephone calls, conferences with interested per=- 
sons, or informal routing or action papers through the headquart- 
ters. The value of personal meetings with other staff officers 
cannot be overemphasized. They provide the Action Officer with 
a better knowledge of his subject, permit the exchange of 
information, and generally produce more timely and effective 
results. 


LESSON 1 REVIEW EXERCISE 3 
Complete items 1 through 6. 


LS Staff functions are categorized into what five broad 
areas? 


Ao 


b. we 


oe ae ee ee a a A ae yh ie a et PRET a SERGE OGL AS oe SE Be Se ah SEs we 
2 EIA ITEC aaa SIE ETE TEESE 
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d. 


e. = e Fe ne Peete ee ee 

2. After a staff action has been completed and prior to 
presenting the solution to the commander, the solution. should. -be 
presented in a form that requires only his __. ‘ 


a 


3. ' Most actions of the command have an overlap of interest 
that affects more than one staff section. Therefore, a close 
personal relationship between staff sections is mandatory. 

a. TRUE. | b; FALSE. 

4, Name the four methods used by the commander and staff 
sections to exchange information and to solve problems. 

ao 

De 


Co 


a @ ae 

2. Which of the following is the best means of keeping the 
commander and staff informed of the situation and various problems 
facing the command? 


a. Inspections. Cy Conferences. 

b. Written reports. d. Briefings. 

S When a staff officer is given primary responsibility 
for a project he is normally designated as Cie etrS tere 


CHECK YOUR ANSWERS WITH LESSON EXERCISE 3 SOLUTION SHEET PAGES 104 
AND 105. 


1-8 SEQUENCE OF COMMAND AND STAFF ACTION 


The commander is responsible for deciding how the elements 
of his command will be employed to accomplish his mission. The 
staff assists the commander in arriving at and executing his 
decision. Routine decisions may be made by the staff within the 
authority delegated to them by the commander. Operational 
decisions are of such fundamental importance that th@ commander 
must personally. influence the preparation of orders implementing 
these decisions. The sequence of command and staff actions 
from mission assignment to mission accomplishment is shown in 
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Figure 1-4. - It should be noted that this. sequence is followed 
after the mission is established. Figure 1-4 is an outline of 
the sequence to be followed in an ideal situation, and follow- 
ing a discussion on the ‘major points of the sequence 


a. Mission Analysis. Though estimating and planning are 
continuous Tn-astucee eee are put more into focus upon 
receipt of a mission. The commander, assisted by his staff, 
analyzes the mission to insure it is thoroughly understood. The 
mission is analyzed in light of the situation confronting the 
commander and his knowledge of the higher commander's plan 
and concept. The basic purpose of mission analysis is to deter- 
mine “what" has to be done before determining "how" best to 
accomplish the mission. Determining specified and implied tasks 
to be accomplished and establishing the sequence or priority in 
_ which tasks are to be performed are the most important aspects 
during this initial i al 


b. rats srs. The S3 has primary 
staff vespene TBI Ey Toe The woes rete of the operation 
plan and order. Certain information is furnished the $3 by 
other staff officers for inclusion in the plan and order. The 
operation plan and order is presented to the commander for his 
approval. After approval, the S3 supervises final preparation 
of the plan or order, authenticates: copies, and insures proper 
distribution if issued in written form. 
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ae a SEE ES SES TA, 


_ PLANNING — 


<= SoA 


Staff Actions - Commander ''s. Actions 


Mission Received 


Information to Commander Mission analysis and command- 
and staff sections. © er's planning guidance. 

Staff estimates including Commander's estimate includ- 
recommendation. ing decision. 

Preparation of plans/ orders. Commander's. concept. 

Issuance of plans/orders. Approval of plans/orders. 
Staff supevision. Command supervision. 


Mission Accomplished 


NOTES : 


1. The above chart portrays the relative sequence of command 
command and staff actions as they normally occur upon receipt of 
a mission. Frequently, many of these actions are carried out 
concurrently. This sequence is a logical progression of actions 
involved in making and executing decisions. There is a mutual 
exchange of information between the commander and his staff and 
higher, lower, and adjacent units throughout the above sequence. 


2% Steps are in relative time of occurrence. 
Figure 1-4. Sequence of Command and Staff Actions. 


At battalion level, oral orders are often used. Time 
permitting, written orders may be published to confirm or 
change the oral order or to serve official record purposes. 

rom "Execution and Supervision. After the order is issued, 
the commander, assisted by his staff, supervises its execution. 
The staff members assist the subordinate units wherever possible 
in carrying out the intent of the commander's orders. — 


d. Commander's Function. The extent to which each of 
the above. steps (exclusive of the decision) will be performed 
personally by the commander depends on the time available, the © 
size of the command, the situation, and the experience and 


training of the commander and the members of his staff. 
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1-9 APPLICATION OF THE SEQUENCE OF COMMAND AND STAFF ACTIONS. 


The sequence shown in Figure 1+4 outlines a formal step-by- 
step procedure. Tt must be recognized, however, that the manner 
in which these steps are performed and their relationship to 
each other depends on many factors. The sequence describes a 
logical and systematic procedure to solve major problems. The 
very nature of the staff activities requires that many of the 
steps be acted upon concurrently by individual sections. Areas 
of interest between staff officers often overlap and require not 
only close coordination, but also mutual assistance. At 
battalion level, in particular, the sequence is applied on an 
informal basis. The time available, the. experience of the 
commander and his staff, and the relative urgency of the situa- 
tion may necessitate variations in the sequence. Nonetheless, 
the basic steps of the sequence of command and staff actions are 


i 
4 


employed to insure the best possible solution to operation problems | 


1-10 RELATIONSHIP TO TROOP: LEADING PROCEDURES . 


The actions described above are applicable to all command 
levels which have a staff. These actions reflect the manner in 
which the staff functions with the commander to assist him in 
preparation, issuance, and execution of operational orders. 
Troop leading procedure is a logical sequence of actions and 
thought processes followed by the commander in developing 
and executing a tactical plan. The sequence of actions followed 
by a commander and his staff are integrated with the troop 
actions taken by commanders to employ their units in a tactical 
operation. Command and staff actions assist the commander in 
executing troop leading procedures. Command and staff actions 
are not, in themselves, troop leading procedures. 


1-11 SUMMARY. 


In this lesson we have discussed the position of command, 


the Chain of Command, C-E Operations, Command and Staff Relation- 


ship, the different staff groups, Staff Structure, Staff Duties 
and Responsibilities, and Staff Procedures. 


Tt all boils down to this: 


The commander is the commander by virtue of his rank and 
position. He alone is responsible no matter what. He may 
delegate authority but he cannot delegate responsibility. Com- 
mand is exercised through the chain of command. It works from 
top to bottom, and from bottom to top. Operation is the act of 
carrying Out a military mission and the related processes. To 


do this you must bnderetand the mission, your capability and have 


a good idea.of the. enemy's capability, do adequate planning, 
and finally, get it all together to complete the mission. C=-E 
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operation is no exception to the above. So, you must be well 
versed on C-E operations, C-E units and their mission, and 

C-E procedures and techniques to adequately perform your combat 
support role. 


LESSON 1 REVIEW EXERCISE 4 
Complete items 1 through 5. 


1. What staff section has the primary responsibility for 
the preparation of the operation plan and order? 


a. Sl. Gi.” S35 
b. S82. a. 84. 
ae Basic purpose of command mission analysis is to 


determine "what" has to be done before determining "how" best to 
accomplish the mission. 


fas TLuG. b. False. 
3% What is the last sequence step taken by the commander 


‘and his staff after the order has been issued to subordinate 
units? 


4, The commander is the commander by virtue of his rank 
and position, to assist him in preparing plans and orders, he 
may delegate responsibility to his staff for this purpose. 


a. True. b. False. 


5 In a tactical situation when time is timited, how are 
orders issued at battalion level? 


CHECK YOUR ANSWERS WITH LESSON EXERCISE 4 SOLUTION SHEET PAGE 105, 
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LESSON 2 
COMMUNICATTIONS-ELECTRONICS ORDERS 


SCOPE: . wscosia aes eee ree seeoeeeccee TYpes Orders, C-E Estimate 
and C-E Annex to Command Oper- 
ation Order, and Signal Unit 
Operations Order. 


CREDIT HOU RS: 5'4 ace orale es Sa Geta p cara ee 


TEXT ASSIGNMENT ...2ccccceecceeeoe Attached memorandum, para 2-1 
through 2-10, and IT 0001. 

MATERIALS, REOUERED s0.c6-% de aces aract-eon None 

SUGGESTIONS. - ccs Siw eee we bee eS Retain lessons for open book 
examination. 


LESSON OBJECTIVES 


The student will be able to: 


Li Be familiar with types of orders, preparation, and gistribu- 
tion. | 
a4 Know the purpose and use of Communications-Electronics 


estimate and its contents. 

on Know the format and contents of the C-E Annex to the command 
operation order. Understand the use of appendixes, tabs, inclo- 
sures, and additions. 


4, Be familiar with the signal unit operation order, when 
published, format and contents of the order. 
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ATTACHED MEMORANDUM 
Section 1 | ORDERS 
2-1 GENERAL. 


Before we discuss the various plans and orders used at 
division level,. let us first define what an. order is and the 
types of orders. Orders are communications, written, oral, or 
by signal, which convey instructions from a superior to a subor- 
dinate. For all practical purposes, the words "order," "“direc- 
tive," "instruction," and "command," are synonymous. An order 
is characterized by clarity,-completeness, brevity, timeliness, 
content, preparation, format, and technique. An order is further 
characterized by recognition of subordinate commander's preroga- 
tives, use of affirmative expressions, avoidance of meaningless 
and unnecessary expressions, and authoritative expressions. 

Tt is important to remember that clarity and completeness should 
not be sacrificed for brevity, and that orders are issued to allow 
sufficient time for planning and preparation. If an order is 

too detailed with too much information, important instructions 

may be lost in the mass of unimportant data. On the other hand, 
if the order is too brief, essential information may be omitted. 
The amount of information to be included in an order must be 
carefully determined. 


a. Classes’ of Orders. When discussing orders, we think 
of them as falling into two general classes; routine and combat. 
Routine orders cover matters not connected with, or affected by, 
operations in the field. Routine orders include general and 
special, court-martial orders, bulletins, circulars, and 
memorandums. Although our everyday military world could not 
function without routine orders, combat orders are the ones we 
will be discussing in this lesson. Combat orders pertain to the 
operations of units in the field. They include operation orders, 
administrative orders, and letters of instructions. Further, you 
will see combat orders in the form of service support orders, 
fragmentary orders, warning orders, standing operating procedures 
(SOP), and directives. To give you a better understanding of 
the various types of orders and their meanings, explanation of 
these orders follow. . 


(1) Operation orders provide for coordinated action to 
carry out the decision of a commander in the conduct of an 
operation. The term "operation order" is general and includes 
both operational orders for the conduct of tactical operations 
and movement orders. Combat service support pou neces also use 
operation orders to task their own units. 


(2) Administrative/Logistics orders provide for coordinated 
combat service support for the command. 
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(3). Warning orders give preliminary notice of actions or 
orders. that are to follow. These are usually brief oral or 
written messages. 


(4) Fragmentary orders give extracts from more detailed 
orders or which change previous order. Like warning orders, 
these are usually brief oral (VOCO) or written messages. 


b. ~ Development of the order. The development of the 
order follows the estimate of the situation and development of the 
plan. The order, initially, may be issued as a plan to become an 
order at some future time, either specific or as stated contin- 
gencies arise. You may say to yourself, “we don't always make 
-an estimate or develop a plan before we develop and issue an 
order." Right, the estimate and plan are not always of the 
formal type, but we do estimate and plan before issuing an 
order. The type of order and time allowance are the governing 
factors. Tf the order is something more than the routine or the 
general everyday procedure type, and if time permits, a formal 
estimate of the situation is made and a formal plan is 
developed. On the other hand, if this is not the case, then 
the estimate of the situation and the plan development may be 
by a mental process. The spontaneous order or directive is an 
exception to this procedure. In the future, with thinking going 
toward small forces and rapid movement on the battlefield, the 
written formal order may be an exception. The operation order is 
developed and issued in a five-paragraph format. The command 
operation order is issued to direct the coordinate actions of 
all elements of the command in such a manner as to execute the 
decision of the commander and successfully accomplish the mis- 
sion of the command. The Division C-E Officer is interested in 
all portions of the command operation order; however, he is 
particularly concerned with paragraphs 4 and 5 of the order. 
Paragraph 4 is the Service Support paragraph of the operation 
order. The C-E officer provides service support requirements for 
inclusion in this paragraph of the command operation order when 
a separate Administrative/Logistics order is not published. 
Paragraph 5S is the Command and Signal paragraph of the operation 
order. The Division C-E officer provides all C-E information 
for inclusion in this paragraph of the command operation order 
when a separate annex is not published. A C-E Annex (Example 
page 93 IT 0001) is published by the C-E officer and his staff 
when the C-E instructions are too voluminous to be disseminated 
in the command operation order. When it is necessary to publish 
an annex, the C-E officer-- 


(1) prepares the -C-E Annex to govern the installation, 
operation, maintenance, and security of the Communications 
Systems. — 


(2) Provides Division G3 with manipulative electronic 
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deception (MED) portion of the tactical deception annex. 


(3) coordinates with the electronic warfare/cryptologic 
officer (EWC) for the input to the EW Annex. 

c. 'C-E Estimate and Plans. The C-E estimate of the situ- 
ation which will be covered in the next section of this lesson 
is mentioned here to emphasize that it, in essence, is part of 
the order. Upon being assigned a mission, or upon deducing 
from the operation at hand that the unit has a mission, the 
Signal Unit Commander and his staff perform an estimate of the 
situation. The purpose of the estimate is to make a decision 
on how. to accomplish the mission. The decision is the basis 
for the C-E plan. The C-E plan will be discussed in more detail 
further in this lesson. — 


d.  Preparati 


(1) Preparation. The preparation of the order is a logical 
and systematic procedure. It is the product of a coordinated 
effort by the commander and his staff. The ideal situation is 
to make a formal estimate of the situation, develop a formal 
plan, and follow with the order. Due to the type.of operation, 
and time available, we may not always have the luxury of 
developing a textbook order. In a tactical environment, surprise 
is a key factor so we aren't going to sacrifice the element of 
surprise to mull over the estimate and plan before issuing the > 
order. In this case, either the estimate or plan, or both, will 
be accomplished by the mental process. 


(2) “Distribution. It was stated earlier that one of 


the characteristics of the order is timeliness. In developing 
and distributing the order, consideration must be given to the 
time it takes the subordinate units to receive the orders and 
disseminate the instructions to the elements of the-command. A 
distribution formula is included in standing operating proce- 
dures. G3 establishes distribution in coordination with other 
coordinating and special staff officers. 
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LESSON’ 2 REVIEW EXERCISE 1 
Complete items 1 through 6. 


1. A well prepared written order is characterized by 


its: 
Be ee ae tare Ba eee 
peeks ap ee, 


2. Bulletins, circulars, and memorandums are what class 
-of orders? 


b. Technical. — d. Special. 

3. Assume your unit was operating in accordance with > 
the command operation order, and some portion had to be modified 
in order to accomplish the mission, what type of order is used 
to change the previous order? 
a.  Fragmentary. c. Administrative/Logistics. 


b. Direct order. d. Warning order. 


4, What is the title of paragraph 4 of the Command 
Operation Order? 


a. Execution. c. Command and Signal. | 
De Service Support. ds Coordinating instruc- 
tions. 


5. The Division C-E Officer and his staff are required 
to prepare and publish a C-E Annex when the C-E instructions © 
are too voluminous to be disseminated in the command operation 
order. 

ae. “True: : joe False. 


6. How many numbered paragraphs are contained in the > 
C-E Annex to the command operation order? 


ae YOUR ANSWERS WITH LESSON EXERCISE 1 SOLUTION SHEET PAGE 105 
AND 106. 
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Section II COMMUNICATIONS-ELECTRONICS ESTIMATE 
2-2 GENERAL. 


In the many events of your everyday life you are continually 
making estimates -- maybe mental ones, but you do make them. 
Let's take your first act of the day which is the time to get up 
to get to work on time. You can decide on what time to be up by 
estimating how long it will.take you to get dressed, eat break- 
fast, read the morning paper, start and warm up the car, and... _ 
drive to work. After you have mentally run through the steps, 
you can decide with reasonable accuracy you should set the alarm 
to start your day. In the Army we do this. We make estimates to 
decide the best solution to problems. Whether it be a tactical 
unit or a support unit, the commander and his staff continually 
face problems that must be solved in order to meet mission require- 
ments and win the battles. . This is true whether it is a training 
mission or a combat mission. As a signal unit commander you are 
no exception.” You and your staff must make estimates of the situ- 
~ ation to find the best way to utilize available resources to 
support the mission. 


a. The C-E Estimate. The C-E estimate is the tool or 
procedure you and your staff use to find the best way to accom- 
plish a given mission. It is a problem-solving process that 
requires a systematic analysis of all essential data. No matter 
what the level of command, whether it be at battalion, division, 
or corps level, the procedure is the same. However, the details 
vary with the level and type of command. For example, at 
battalion and below, estimates are seldom recorded. Your estimate 
is as thorough as time and circumstances permit. You must update 
your estimates continuously as factors that affect operations 
are changed, as new facts are determined, as assumptions are 
replaced by facts or rendered invalid, or as changes to the mis- 
sion are received or indicated. 


b. the When, Where, and How Of the C-E Estimate. When your 
unit is assigned a mission, or when you deduce one from your 
understanding of the situation, you call your staff together to 


brief | them. Ou ede: mission. 204 present the mission, explain as 


tasks contained in ene mission. At this time you question your 
staff on facts bearing on the mission at hand to assist you in 
making your initial estimate. Your estimate begins at the 
moment there is a mission, whether assigned or deduced, and it 
begins for the staff when you present the mission to them. The 
estimate is a continuous procedure until the staff has coordin- 
ated its efforts, presented you with a recommendation, you make 
your decision, and the estimation is formulated into a plan or 
order. You and your staff accomplish your estimates by consid- 
ering all the circumstances affecting the situation, and!.analyz- 
ing and evaluating Pons TRIS courses of action. The preparation of 
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of the estimate follows a five-step process: 
(1) Know the problem. 


(2) Assemble all the facts that bear \on the problen, 
consider opposing conditions, and determine possible solutions. 


(3) Analyze each possible solution to determine its advan- 
tages and disadvantages. — 


(4) Compare the possible solution and select the one that 
best solves the problem. — 


(5) Translate the selected solution into a decision (if 
it's the commander's estimate) or recommendation (if it's the 
staff's Sotaneted: 


on “The c -E Estimate Format. Figure i Page 88 IT 0001 
désicts the format of the signal estimate. The format is an aid 
to assist you and your staff in applying thoroughness, clarity, 
judgment, logic, and professional knowledge to the situation 
and in reaching a sound decision. The format is an aid, not a 
formula. It is logical but not rigid; thus, the paragraphs do 
not have to be completed in sequence. The format is a valuable 
checklist to insure consideration of significant aspects, and 
it serves as a base or a reference point for updating the 
estimate. You begin your estimate as soon as a mission is 
assigned your unit, or when you anticipate a mission from what 
you know of the situation. Remember, your estimate is as thor- 
ough as time and circumstances permit. The amount and nature 
of detail considered will vary with the level and type of command. 
You, assisted by your staff, study the mission to insure that 
all tasks to be performed are understood. Based upon this 
study, you issue planning guidance to your staff and continue 
with your own estimate. From the time you study the mission ' 
until the time you make. your decision as to the scheme of 
maneuver to be employed, your estimate is a logical flow of 
information and reasoning process. Information, conclusions,: 
and recommendations furnished by your staff will assist you 
tremendously in making your decision. The format for the staff 
estimate is the same as that used for your (the commander's) 
estimate. This is the same five paragraphs shown in Figure l, 
page 88, IT 0001. Remember that paragraph 5 in the staff 
estimate is a recommendation, while in the commander's estimate 
it's a deicision. The following is an analysis of each para- 
eonaee of the estimate. 


(1) 


While the higher headquarters 


commander Bb stots the eteebon of the command, he will seldom, 
if ever give the C-E mission, especially at division level. The 
C-E mission can.be determined by a thorough analysis of the mission 
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of the command, the concept of the operations, and the tasks for 
subordinate units as stated in the higher headquarters operation 
plan. Although the mission statement may include any one or a 
combination of the elements of WHO, WHAT, WHERE, WHEN, HOW, and 
WHY, it does not normally specify the details to be accomplished. 
Therefore, the $3 is primarily concerned with determining those 
elements not included in the mission statement. At battalion 
level,this often includes iselecting locations for C-E installa- 
tions and determining the use of battalion units. 


(a) The mission should include: 


1 Reference to the SOP for normal operation, installa- 
tion, and maintenance of communications. This will eliminate the 
necessity. for detailed repetitious C-E instructions for each 
operation. 


2 Unusual or special communications support to be 
provided. | 


(2) gr : ; EOF The. pur- 
pose of this See Sh oF the opeeat ion SSETnate TE to consider 
known and assumed factors and aspects of the situation which will | 
affect C-E operations, and to develop feasible courses of action 
to accomplish the C-E mission. For logical development, it is 
divided into four subparagraphs: 


(a) Characteristics of the area of operation. 


abe Effects of the weather and atmospheric conditions on 
the employment of equipment. 


2 Frequency propagation predictions for critical periods 
of the operation. 


3. Factors pertaining to the terrain that may have a 
bearing on the accomplishment of the C-E mission in support of 
the operation. 


4, Existing C-E systems and security implications of 
employing such systems in support of military operations. 


(b) Enemy situation. 
os Disposition of known or suspected enemy electronic 
warfare and communications intelligence (COMINT) units that 


could impede the success of the mission. 


2 ‘Frequency spectrums that are most congested by enemy 
ise aienc te radiating devices. | 
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3% The composition of enemy C-E forces. 


4, Peculiarities or weaknesses that will affect the enemy 
C-E effectiveness, either favorably or unfavorably. 


(c) Own situation. 


1. Present commitment of own C-E elements, including dis- 
position, composition, and strength. 


2: Disposition, ‘eoniposition; and strength of C-E elements 
that are not committed and are available to support the mission. 


3. Morale and state of training of C-E elements. 


"4, Vulnerability of C-E elements, systems, and equipment 
to enemy electronic warfare operations. 


“De Signal Security (SIGSEC) program and practices. 
6. Availability of rogane scat support for C-E elements. 
(d) Courses of actions. 


“adleeg Maintenance of existing systems to prevent disclosure 
of impending operation to the enemy. 


ee Phased displacement of C-E facilities to provide for 
continuous operation. 


3. Employment of C-E deception to minimize the effective- 
ness of enemy intelligence activities. 


A, Special C-E requirements that may arise during critical 
phases to the operation. 


5. Requirements/ for C-E supply and maintenance support. 


(3) Paragraph 3,' ANALYSIS OF OPPOSING COURSES OF” ACTION - 


The purpose of paragraph 3, of the estimate is to evaluate each 
course of action against those difficulties that.mav have a 
Ssianificant influence upon the success of the operation. Dif- 
ficulties that have equal effect on all courses of action, or 
have little or no effect on the choice of a course of action, 
are not considered in this analysis. Each course of action 
must be carefully analyzed to assure that it meets the require- 
ments of the scheme maneuver. Consider the following planning 
factors that may be used in analyzing the various courses of 
action: (METAL) . 


(a) Mission. - 
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(b) Enemy. 

(c) Troops. 

(d) ee 

(e) Logistics. 


(4) Parag pcaph 4, COMPARISON OF COURSES OF ACTION . The pur- 
pose of paragraph 4 of the estimate is to evaluate the importance 
of the critical factors indicated in the analysis of the situation 
and course of action: The primary consideration in comparing 

the various courses of action is that C-E facilities will be 
deployed to provide command control of the tactical operation. 

The following are factors that may be considered as advantages or 
disadvantages: 


(a) Advantages. 


il. Economy of personnel and facilities. The economical 
utilization of. personnel and facilities may be considered a 
definite advantage when the tactical requirements are fulfilled 
and there are reserve resources. Such economy provides 
uncommited personnel and facilities that may be committed to 
assure continuous operation over extended periods of time in a 
highly fluid situation. 


var Location of C-E facilities. The selection of sites 
that will meet the requirements of the tactical situation and 
minimize the effectiveness of enemy air, ground, and electronic 
warfare attack may be considered an advantage. 


re Indigenous facilities. The capture and employment of 
indigenous facilities may be an advantage when such employment 
will reduce construction time, reduce facilities requirements, 
minimize effectiveness of enemy electronic warfare, or provide 
stipeoved security facilities. 


(ob) Disadvantages: 


a Commitment of all personnel and facilities. Any course 
of action that calls for the full commitment of personnel and 
facilities in the early phases of the operation should be care- 
fully evaluated. Such commitment of C-E personnel facilities 

may prevent the establishment of new facilities or the displace- 
ment of echelons of the command post as the tactical operation 
progresses. Further, the efficiency of personnel committed for 


long periods of time will decrease, and the system they operate 
will deteriorate. 
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2% Systems highly vulnerable to electronic warfare. If 
the facilities of a C-E system are so located that they are 
highly susceptible to enemy EW, they may be disrupted and fail 
to provide command and control during critical phases of the 
operation. © 


3. Failure to meet tactical requirements. Any course of 
action that fails to meet the tactical requirements should be 
disregarded. C-E facilities must be so located that they not 
only provide highly efficient C-E systems, but also provide 
ready access to the tactical units and facilities. This will aid 
in the overall accomplishment of the mission of the command. 


(5) Paragraph 5, DECISION. In your deicision, select the 
course of action that has the greatest possibility of assuring 
the success of the C-E mission. Translate this course of action 
into a statement of what the C-E elements of the command as a 
whole are to do to assist the command in the accomplishment of 
its mission. State as much of the elements of who, what, when, 
where, how, and why, as may be appropriate. Assign tasks to the 
C-E elements of the command to insure that facilities are est- 
ablished and operating when required, do not overtax any single 
element, and provide adequate reserves to meet unforeseen 
requirements. 


2-3 SUMMARY. 


The estimate is the first step in your plan and/or order 
development process to insure that time and assets are used 
properly to support the task at hand. This is true whether it 
be in the training role or the real thing -- the combat role. 
Your estimate is a problem solving process: that requires a 
systematic analysis of essential data, no matter what the level 
of command. You must make your estimate as thorough as time and 
circumstances allow; you must continuously update it. Both you 
and your staff must make estimates of the situation for every 
task. The estimates may not always be written or recorded, but 
nevertheless they must be made. Even though your estimates may 
be a thought process, use the five paragraphs, Figure 1, page 
88, IT 0001, to assist you in applying thoroughness, clarity, 
judgment, logic and professional knowledge in reaching a sound 
decision. _ . | 


LESSON 2 REVIEW EXERCISE 2 
Complete items 1 through 7. 


is The C-E estimate is a procedure that is used to find 
the best way to accomplish a given mission. | 


a. True. — b. False. 
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2 i The preparation of, the C-E estimate follows a five- 
step. BROGSEAT what is the second step? 


a. Know the problem. 
be Assemble all the facts that bear on the problem. 


_ .@. Analyze each possible solution tq determine its advan- 
tages and disadvantages. 


a ' Translate che selected solution into a Heedeiok:. 


ae What C-E publication can be made reference to that 
will eliminate the necessity for detailed repetitious instruc- 
tions, when aeeigning tasks to subordinate units of the command? 


& 


Ao SOP. . Cc. CEST. 
b. CEOI. dy ACP. 


4. In what paragraph of the C-E estimate do you start 
developing feasible courses of action to accomplish the mission? 


a. para 1. Cy ; para 3. 

b. para 2. d. para 4. 

5. When planning for the displacement of signal centers 
in a tactical situation, one important factor to consider is 
the displacement of C-E facilities to provide for continuous 
operation. 

a. True. . b. False. 

6. Planning factors used in analyzing the various courses 


of action in paragraph 3 of the C-E estimate, can easily be 
| remembered by the use of acronym "METAL" which are: 


Se ee ee eee d. oo fT. 
b. 8 . ’ _ ae . : - = eG. ek ee a” ee a a 
Oe x 

hes One very important factor to consider when assigning tasks 


to subordinate. elements of the command is not to overtax any 
single element, and to provide adequate reserves to meet unfore- 
seen Bedus Pen 

Be True. Du False. 
CHECK YOUR ANSWERS WITH LESSON EXERCISE 2 SOLUTION SHEET PAGE 106. 
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Section III COMMUNICATIONS-ELECTRONICS ANNEX 


2-4 At the beginning of this.-lesson on the discussion of orders, 
we found out that the division C-E officer and his staff must 
publish a C=-E Annex — to the command operation order, when the 
ated in paragraph 5 of the operation order. The “Assistant 

Chief of Staff (ACofS), G3, Operations, has primary coordinating 
staff responsibility for the preparation, publication, and 
distribution of the operation order of the command. Other. staff 
officers assist by providing those portions of the order pertain- 
ing to their special field.. This contribution varies from a 
Single sentence to a complex annex, depending on the Pedusnemene 
and the staff officer concerned. 


2-5 Annexes to Orders. 


a- The purpose of an annex is to provide detailed in- 
structions not readily incorporated into the basic order. The 
annex is used to. keep the basic text of the operation short and 


understandable. It also allows selective distribution of certain 
information in advance of the issuance of the operations order. 


le An annex is an integral pace of an order. The number 
or type of annexes used is governed by the needs of the particu- 
lar orders. Annexes, when used, increase the clarity and use- 
fulness of the order because each annex pertains to one aspect 
of the operation. 


Cy Annexes provide information and direction to combat 
troops and to supporting, specialist, or service-unit commanders. 
An annex to an order should not be an order from supporting, 
specialist, or service unit commanders to their troops unless 
it is an annex to their own order. Some of the information and 
direction given in the body of the order may be repeated, as 
necessary, in the annex. The number of annexes to an order . 
will be limited by the needs of the particular order. 


ds Annexes include=-= 


(1) Details that amplify the basic order, €-9-, operations 
overlay, intelligence instructions, C-E instructions. 


(2) Combat support instructions, e.g., fire support, 
engineer. 


(3) Administrative details, e. g., administrative overlay, 
traffic circulation and control instructions. 


(4) Any other information or directions required to amplify 
the order. . 
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e. The use of annexes does not preclude including in the 
body of the order all information essential to the effective 
employment of all command elements. Staff officers and sub- 
ordinate commanders should not have to read an entire annex to 
determine the basic organization and employment of a single arm 
or service. | 


2-6 Appendixes, Tabs, and Inclosures. 


a. During the preparation of the C-E Annex, the division 
C-E officer and his staff also want to keep the body of the 
annex short and understandable. They may also want to amplify 
some portion of the annex and this can be accomplished by using 
appendixes. These are additions that are necessary to amplify 
a portion of an annex.. Appendixes are numbered serially with | 
Arabic numerals, for example refer to Figure 2, Page 93, IT 
0001. Another example: Appendix 1 (Enemy Radio) to Annex H 
(Communications-Electronics) to Operation Order 13, 22d Inf. 
Div. 


b. Tabs. Additions that are necessary to amplify an 
appendix are contained in tabs designated alphabetically in 
sequence; for example, Tab A (Principal Fixed Stations) to 
Appendix 1 (Enemy Radio) to Annex H (Communications-Electronics) 
to Operation Order 13, 22d Inf Div. 


c.  Inclosures. Additions that are necessary to amplify 
'atab are contained in. inclosures numbered serially with | 
Arabic numerals; for example, Inclosure 1 (Hours of Operation) 
to Tab A (Principal Fixed Stations) to Appendix 1 (Enemy Radio) 
to Annex H (Communications—-Electronics) to Operation Order 13, 
22d Inf Div. 


ay Additions. Additions necessary to amplify inclosures 
may be indentified by repeating the procedures specified in b 
and c above with double letters (AA) and/or double numbers 
hyphenated to distinguish the additions; e.g., Inclosure 1-l 
(* * *) to Tab AA(* * *) to Inclosure 1 (Hours of Operation) to 
Tab A (Principal Fixed Stations) to Appendix 1 (Enemy Radio) 
to Annex H (Communications-Electronics) to Operation Order 13,. 
22d Inf Div. 


2-7 Format of C-E Annex. 


As a general rule, manuscript annexes will follow the five- 
paragraphs prescribed for the operation order to insure that no 
significant instructions are omitted... An example of the five- 
paragraph format is shown in Figure 2, page 93, IT 0001. Now 
to further study the format and contents of the C-E Annex refer 
to pages 89 through 94, IT 0001. — 
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LESSON 2 REVIEW EXERCISE 3 

Complete items 1 through 8. 

ae The purpose of an annex is to provide detailed instruc- 
tions not readily incorporated into the command operation 
order. © 

ae True. b. False. 

2. Assume you were helping to prepare the C-E Annex and 
needed to amplify a portion of the annex on special PCM cable 
systems, what should you use? 

a. Addition. CG. ; Tabs 


b.  Inclosure. ds Appendix. 


3. Abbreviations cannot be used in the C-E Annex because 
of loss of clarity. | 


a. True. b. False. 
4. What three actions must be taken by the Division C-E 


officer and his staff to change the C-E plan into a C-E Annex to 
the command operation order? 


5. What paragraph of the C-E Annex lists the signal 
troops that have been attached or detached from the task organi- 
gation? 
a. Para l. Cx Para 3. 


b. Para 2. Os Para 5. 


6. What paragraph of the C-E Annex would contain 
instructions on radio silence or listening silence? 


a. Para 5. GC. Para 3. 


b. Para 4. d. Para 2. 


SSO. 068 7 39 


Ts What signal publication will always be listed in 
Paragraph 5 (C-E Annex) under subparagraph a. signal? 


a. Index to CESI. e. Index to CEOI. 


b. Index to SOP. d. jAdmin-Logistic Order No. 


on Which of the following items is not contained in the 
formal ending of the C-E Annex? 


a. ‘Distribution. 


b. Appendixes. 
oun Official signature block. 
d. Command operation order number. 


CHECK YOUR ANSWERS WITH LESSON EXERCISE 3 SOLUTION SHEET PAGES 
106 AND 107. 
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Section IV. SIGNAL UNIT OPERATION ORDER 
2-8 PURPOSE. 


The signal unit operations order provides a means by which 
the Unit Commander can direct his unit in operation and assigned 
specific tasks to each element of his unit. The time element 

has a lot to do with the publication of this order. Once a 
signal unit has been committed in an area of operations, a 
complete operation order is seldom prepared. In general, | 
Communications-Electronics System provided by a signal unit 

that has been committed are controlled by the SOP, C-E Annex, | 
CEOI and fragmentary orders that are issued to direct the modifi- 
cation of, the systems to meet current and future requirements. 
The signal unit operation order is based upon, and is in amplifica- 
tion of, the command operation order. The format for the unit 
operation order is the same as that.for the command operations 
order. In the unit operation order, specific tasks are 

assigned to each element of the unit. Upon receipt of a mission, 
the signal unit commander assesses the mission, briefs his staff, 
and he and his staff make an estimate of the situation. Based 

on this estimate and the commander's decision, the signal unit 
operation order is prepared and implemented. 


2-9 FORMAT AND CONTENTS OF THE ORDER 


Paragraph 1, SITUATION. 


all elements receiving the signal unit operation order. If the 
C-E Annex is not available, pertinent information must be 
extracted and included in the unit operations order. 


1g 
ment or detachment from the issuing headquarters. If these 
units are indicated in a task organization, an appropriate refer- 
ence is entered. 


It gives briefly 
the commander's evaluation of the situation. 


Paragraph 2, MISSION. Briefly state the missions that have 


been assigned to the unit or assigned by the unit commander. 
When the missions are as stated in the command operations, service 
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operations, or service support orders, or the annexes thereto, 
the missions may be extracted and amplified as necessary to 
assume clarity. © 


Paragraph 3, EXECUTION. The signal unit commander's. concept 
of operation and the tasks assigned to each major element of 
the signal unit are stated in this paragraph. Task assignments 
may be made by simply referring to the unit SOP if they have 
been adequately and appropriately covered; otherwise, the tasks 
assigned to appropriate elements of units are stated in this 
paragraph. Overlays, maps, or diagrams may be used to indicate 
task assignments. The last subparagraph includes appropriate 
coordinating instructions when instructions are applicable to 
two or more elements of the command. 


Paragraph 4, SERVICE SUPPORT. This paragraph contains 
essential information pertaining to the procedures of obtaining 
service support not covered by the unit SOP, other orders, or 
instructions. It lists the location of the administrative, 
supply and maintenance installations that provide support to the 
unit; or makes reference to the service support order or annex 
that contains this information. 


of paragraph 5, information should contain as a minimum the 
appropriate reference to the applicable portion of the CEOT 

to be in effect; and it should also contain any special instruc~ 
tions relating to C-E matters, such as instructions on the use 
of pyrotechnics or restrictions on the employment of any means 
of communications. Subparagraph b (Command) includes the 
locations of the command post of the issuing unit (if not 
shown graphically) and the location of the command group. It 
may also include the locations of command posts of subordinate 
units; the location of the command post of the next higher 
headquarters; and the designation of an alternate command post. 
If a C-E Annex isn't published, this subparagraph c (Axis of 
Command Post Displacement) will contain information on the 
future locations of major headquarters. 


Paragraph 5, COMMAND AND SIGNAL. Subparagraph a (Signal) 


2-10 ADMINISTRATIVE/LOGISTIC ORDER, 


The Administrative/Logistics orders provide coordinated 
combat service support for command. We found out that the | 
division C-E officer and his staff, when preparing the signal 
plan and/or C-E Annex (Paragraph 4) is prepared separately for 
inclusion in the Administrative/Logistics order, which contains 
the signal administrative and logistical instructions for the 
operation. To further study the format and contents of this 
order, refer to Paragraphs 1 through 3, pages 95 through — 

97, AT 0001. ~ . 
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LESSON 2 REVIEW EXERCISE 4 
Complete items 1 through Te 


ix Once a stenai one has been committed in an area of 
operation, a complete signal unit operation order is always pre- 
pared and published. 


a. eres . b. False. 


2. When preparing subparagraph a, “Enemy Forces," under 
paragraph 1, situation of the unit operation order, what 
publication can you make reference to when the C-E Annex is 
available to all elements receiving the signal unit operation 
order? 


a. Intelligence Annex. 

isc ~ Command Pee arson Order. 

e ' CE Annex. 

a. Intelligence Report from G2. 

co When listing signal units under subparagraph c, 


"Attachments and Detachments," of paragraph 1, situation. of the 
wnt OESt ar toy order, what three entries are required? 


4. Appropriate coordinating instructions are contained in 
the last subparagraph of paragraph 3, Execution in the Signal 
Unit Operation Order. 


a. True. b. False. 

5. Paragraph 4, "Service Support," of the Signal Unit 
Operation Order contains essential information pertaining to 
the procedures of obtaining service support not covered by the 
Service Support Annex. © 


a. True. b. False. 


6..'. The service support shows the main supply route 
(MSR). and the locations of various logistic points bv arid 
coordinates in support. of the division. — 

a. True. — b. False. 


7. What distribution code is given the Service Support ~ 
Annex to the division operation order? 


b. SS. . de A. 


CHECK YOUR ANSWERS WITH LESSON EXERCISE 4 SOLUTION SHEET PAGE 107. 
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' LESSON 3 


COMMUNICATIONS-ELECTRONICS INSTRUCTIONS 


SCOPE 4%-ocre sok sratear es ee ee ee a . SOP, CEOI, use and contents. 
CREDIT HOURS ..-.ccccccccrvce Suwa. 2 
TEXT ASSIGNMENT ...ccccccces eooe- Attached memorandum, para 
3-1 through 3-20. 
MATERIALS REQUIRED ....- co ec coco None. 
SUGGESTIONS ...2cecececs pcptene eta ts Retain lessons for open book | 


examination. 


LESSON OBJECTIVES 
The student will be able to: 


1. Know the purpose of a good command SOP, the scope, formats 
used, and suggested contents of the SOP. 


2 Know who is responsible for the SOP and how the C-E SOP is 
prepared in form of an annex to the Division SOP by the division 
C-E officer and his staff. 


oe Be familiar with the contents of the division SOP, the 
staff C-E section SOP (battalion), and the signal unit SOP 
(company), and how the scope of the SOP varies with the echelon 
of the preparing command. 


4. Know the purpose and description of the new automated CHOI. 
5 Be familiar with the two types of CEOI's and when each is 
used. 

6. Have a general knowledge of the contents of the automated 


-CEOI and how each CEOI package contains three segments for a 
30-day period. 


7. Know the preparing command, distribution, and requisitioning 
of the CEOI. 


uss Be familiar with the number cipher/authentications system 
using the KAL-61. 
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ATTACHED MEMORANDUM 
Section I STANDING OPERATING PROCEDURES. (SOP) 
3-1 PURPOSE. 


The SOP is one of several types of orders the commander 
develops and uses to get the job done. It is pretty much what | 
the title implies. It is a set of instructions covering those 
features of operations which lend themselves to a definite or 
standardized routine procedure. The SOP reflects approved doc= 
trine as published in current Army-wide literature, directives, 
and requlations as modified to meet local operating conditions 
and the policies of the command. The SOP. is applicable unless 
prescribed otherwise in a particular case, thereby maintaining 
the flexibility needed for special situations. The amount and 
type of information to be. included in an SOP must be carefully 
determined. These procedures must be clear and concise; however, 
clarity must not be sacrificed for brevity. In the absence of 
specific orders to the contrary, the instructions contained in 
the SOP are obligatory. The SOP serves the following purposes: 


a. Reduces the need for other type orders and simplifies 
the preparation and transmission of orders. } 


b. Simplifies and perfects troop training through — 
establishment of uniform practices for the unit. 


Cc. Promotes understanding and teamwork throughout the 
command. 
d. Facilitates and expedites tactical and administrative 


operations and minimizes confusion and error. 
3-2 SCOPE OF THE SOP. 


The scope of the SOP varies with the echelon of the 
preparing command. An SOP prepared by a division is broad in 
scope and provides essential instructions for all elements of 
the division. The SOP of a subordinate element of the division 
applies only to the individual unit. As the scope of the SOP 
decreases, the detail it contains will increase. For example, 
a section SOP is detailed and states what each individual does, 
and in what sequence he does it, with respect to the other 
individuals and operations of the section. 


3-3 FORMAT AND CONTENTS OF SOP. 


Although there is no published firm format for the SOP, 
you will find the acceptable format: is generally of two types. 
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a. It may be published as an all-inclusive document. 
That is, it will be a document of sections and paragraphs — 
detailing the duties and responsibilities of subordinate units, 
and where applicable, of personnel. This format will not have > 
annexes or attachments. 


b. The SOP may be published as a basic document contain- 
ing instructions of a general nature and interest to all units, 
and with separate annexes for each type of function (i.e., 
communications, administration, supply, etc.) and technical or 
specific instructions for individual units and/or personnel. 
The latter format is preferred because it is usually better 
prepared, more detailed, and easier to use, maintain, and . 
update... Whichever format is used, SOP's for units within the 
command, or units organized under the same TOE are 
standardized to facilitate cross referencing, and expedite the 
orientation of new personnel. 


Cs SOP's prepared by subordinate units must comply with, 
and be related to, pertinent parts of the SOP of the higher 
command. SOP's pertaining to practices or procedures governed 
by regulations or other publications readily available to 
all elements of the command should not be repeated except 
when such repetition is required to clarify local operating 
practices. Normally, reference is made to published documents 
when the referenced document is not subject to frequent change. 
When the SOP of a subordinate unit follows the same format as 
that of a major headquarters of the command, annexes prepared 
as a part of the subordinate unit's SOP are lettered to corre- 
spond to the similar annexes prepared by the major command. 
When a proposed annex is identical to one prepared by the major 
command, the subordinate unit may list the annex by designation 
only and refer to the SOP of the major command. Such listing of 
the annexes to the SOP of the major command eliminates the 
requirement for the subordinate unit to publish rarely used 
instructions in its SOP. 


3-4 RESPONSIBILITY FOR THE SOP. 


The commander is ultimately responsible because it pertains 
to his command; however, this is normally a staff function of 
the G3/S3 section. The G3/S3 coordinates with other members of 
the staff, receives their input, assembles, and has it published 
and distributed. The C-E officer is responsible for preparing 
the C-E portion of the command SOP as are the other staff officers 
for their respective areas of responsibility. Normally, he does 
this by preparing C-E annexes which provide instructions per- 
taining to all C-E operations of all elements of the command. 


3-5 ITEMS TO CONSIDER. 


Items which the C-E staff officer or signal unit staff 
officers should consider when developing the C-E Annex or signal 
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unit SOP ares. 


-a. ' Format. The format for the higher headquarters SOP 
determines the format of the lower unit's. SOP. — 


b. (Organization. Instructions pertaining to habitual 
organizations provide the C-E officer with information pertaining 
to the composition of such organizations. An analysis of the 

C-E requirements of each of. these organiazations will indicate 
the general disposition of the communications elements of the 
command. Depending upon the detail contained in the task 
organization assignments, the C-E officer may be required to 
provide information for inclusion in the SOP indicating which © 
communications elements will be assigned to specific task © 
organizations. | 


ion. An analysis of 
Ss, and recurring 
reports provide the C-E officer with part of the basic data for 
determining communications systems configurations and require- 
“ments. An analysis of the requirements for routine reports and 
routine message distribution between and within headquarters 
provides the C-E officer with information upon which he establishes 
messenger service for the command. 


d. Command Post. The C-E officer assists in the prepara- 
tion of instructions pertaining to the location and organization 
of command posts since these are factors to consider in determin- 


est to the C-E officer. The information includes-- 
(a) Location of the command post. 
(b) Time the command post opened or will be open. 


(c) Area, command, or major unit switchboard that services 
the unit. 


(2) Headquarters. The composition of the command post is 
important to the C-E officer because its composition and mission 
determine its C-E requirements. The C-E officer assists in 
preparing instructions pertaining to-- 


(a) Movement of the current headquarters, including 
requirements for the displacement of the current headquarters, 
and the selection and occupation of new location for the | 
headquarters. 
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(b). Control procedures for the headquarters. 
(c) Establishment of the new headquarters. 
LESSON 3 REVIEW EXERCISE 1 © 

Complete items 1 through 6. 

1. A well organized and written SOP facilitates and 
expedites tactical and administrative operations and eliminates 
confusion and error. — 

a. True. | b. False. 

26 The scope of the SOP varies with the echelon of the 
preparing command, as the scope of the SOP decreases, the detail 
it contatagsnwililinéneasase. — 

a. True. be False. 


3% What are the two acceptable formats you may use in 
publishing an SOP? 


te ME RR ha pare Pe Pee he CMa eae ae Ripe ee erat 
Big OSE Pe OS i ee a oe ee alee ee epee lah a een gat aaah Oey SY 


4, Of the two formats used for publsihing SOPs, which 
format is preferred because it is usually better prepared and 
easier to use? 


hg eM pth es atl rare Ge RS I te ML OO eal gn Maw ad, aS oak cg Me eg 


Os Annexes prepared as a part of the subordinate unit's 
SOP should be lettered to correspond to the similar annexes pre=- 
pared by the major command. 


a. True. b. False. 
6. List three items the C-E officer or Signal unit 


officers should consider when developing the C-E Annex or signal 
unLt.- SOP. 


a oe ye PN eR RL re OR pe eo ig a eee as aD Da en Be eg di Ge ae as 

6 

b. eee ey a ae ee a 

C. ee eg ot OS cay con SRE a ey ae a ae a gers hw Oh ice ee ta’ ean Gus, te 9 RS eh 
EE 


CHECK YOUR ANSWERS WITH LESSON EXERCISE 1 SOLUTION SHEET PAGE 107. 
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» instructions is to develo 


3-6 C=-E PORTION OF COMMAND SOP. 


Broad statements of C-E policy are contained in the body of the 
command SOP. The more. detailed instructions are found in the > 
C-E Annex to the command SOP and in the CEOI.. The C-E Annex to 
the SOP prescribes C-E records and reports that all units of the 
command are required to maintain and submit, such as beaconing, 
intrusion, jamming, and interference (MIJI) reports; the 
organization of communications nets; communications to be 
provided to various echelons of the headquarters and major 
subordinate units; instructions for establishing communications 
if command post or signal center is lost; and pertinent 
instructions applicable to all elements of the command, but 
which are not included in the CEOT. 


3-7 SUGGESTED SUBJECTS 


Suggested subjects for inclusion in the C-E Annex or the 
signal unit SOP are as follows. 


a. References. References may include field manuals, 
technical manuals, regulations, and the SOP and CEOI of higher 
commands. 


Dis Training of C-E Personnel. Training instructions for 
C-E personnel are ] t 


limited € 
Detailed instructions are normally contained in training memor- 
andums. 

c. Signal Security (SIGSEC). The purpose of these 


p and maintain a SIGSEC awareness 
throughout the unit. They are limited to those instructions 
that are applicable to all elements of the command and are not 
contained in the command's CEOI. 


d. Physical ‘ ity. The purpose of these procedures 
is to develop an awareness for physical security, promulgate 
and standardize procedures throughout the unit. 

e. (Signal: Centers. These instructions should include the 
number of signal centers to be established for routine opera- 
| tions, the services they are to provide, and general procedures 
| governing their displacement and operation. © 


the location and marking of telecommunications centers, 
establish procedures pertaining to the transmittal and receipt 
of documents, prescribe records to be maintained, and give 

| other information pertaining to telecommunications center opera- 
' tions. . 


£. | Telecommunications Centers. These instructions govern 


g. © Messenger Service. These instructions should indicate 
the extent of the command messenger service including scheduled 
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motor, air, and special messengers. They should indicate pickup 
and delivery points, prescribe methods of packaging and address- 
ing, state security clearances required by messengers, and 
prescribe methods of marking messenger vehicles. | 


h. Wire Communications. These instructions include 


cable construction practices, priority of installations, tagging 
procedures, general guidance pertaining to location of switch- 
boards, patching, and circuit/system control facilities, 
teletypewriter equipment, other major terminal equipment, and 
instructions governing the placing of calls. These instructions 
may also include directory service, circuit/system control 
procedures, instructions for obtaining service, and care and 
maintenance of wire communications material. 


i. ' Radio Communications. These instructions’ pertain to 
installation, operation, and maintenance of radio communications 
equipment, composition and use of radio nets, including those 
required for special purpose and emergency operations. These 
instructions also define actions to be taken in the event of 
jamming and establish procedures for monitoring various fre- 
quencies on nets. — 


j- | Multichannel Communications. These instructions per- 


tain to installation, operation, and maintenance of those > 
multichannel systems that apply to all elements of the command. 
Detailed instructions on operations should be published in the — 
SOP of the signal unit that provides the multichannel system. 
The C-E Annex should indicate those facilities that are to be 
provided each major element of the command and prescribe the > 
criteria for their displacement. 


i. Visual and Sound Communications. These instructions 


m. Electronic Warfare. These instructions contain 

9 . Dearie weenie Pegs gt ee ® f e 
routine actions to be taken in an EW environment to include the 
reporting of hostile interference, Jamming, and deception 
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attempts, and employment of standard procedures to minimize 

the occurrence and effects of electronic countermeasures. 

These instructions are normally defined in the SOP or CEOI with > 
elaborate instructions relevant to electronic-counter-counter- 
measures (ECCM) and EW.set forth in the EW Annex. When an EW... 
Annex is not. published, instructions must be in the C-E Annex. 
If both annexes are published cross reference must be made. 


y Control. These instructions pertain to 


n. — Frequenc’ = 


frequency control which should include procedures to be fol- 
lowed to obtain frequencies, restrictions on the use of 
frequencies, procedures for reporting interference, and condi- 
tions under which radio silence or listening silence is 
required. Your CEOI should adequately cover the ‘subject. 


q- Communications-Electronic Management: System |(CEMS) _ 
This management system plans,.engineers, directs, coordinates, 
and controls the implementation, integration, and operation of 
the communications in response to user needs. CEMS is struc- | 
tured into four element systems, and the SOP item should 
include instructions on these four elements. They are the-- 


(1) Communications System Planning Element (CSPE). 


(2) Communications System Control Element (CSCE). 
(The division CSCE is operated by the signal battalion under 
the supervision of the S3 officer). 


(3) Communications Nodal Control Flement (CNCE). 
(The CNCE replaces both FACCON and the TECHON) . 


(4) Communications Equipment Support Element (CESE). 
r. Official Time. Official time is the responsibility 
of the senior C-E officer of the command. Normally, he dele- 
gates a single operating unit, which has the capability of 
monitoring WWV, as thé command official time custodian. To 
avoid any possible misunderstanding or confusion, the official 
time of a subordinate command must be related to the official 
time of the next higher command. 
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Ss. ° Data Communications. With the increasing emphasis 
on automated data processing systems (ADPS), certain informa- 
tion, such as the location of ADP facilities, and the time 
sharing communications circuits may be incorporated into the — 
C-E Annex. | 

t. Tactical Automatic Switching System (TASS). With the 
innovation of the tactical automatic switching system, numerous 
changes in procedures and doctrine are required to provide 
standardizations without loss of effectiveness. 


u. Systems’ and Circuits Identification. The instructions 
cover the proper identification of circuits and systems for 
installation and control purposes in accordance with (IAW) the 7- 
character identification system. These instructions should 
also cover tagging of wire circuits (wire tagging code). 


consist of two combined systen the command and the area 
systems. These systems are designed and engineered to provide 
tactical support for the Army units in the field. The use of 
multi-axis Communications-Electronics equipment provide suffi- 
cient high capacity, quality controlled facilities to meet 
response, flexibility, mobility, and disposition requirements. 
These communications systems combine corps command and area 
communications systems utilizing area signal centers to provide 
tactical automatic switching, centralized control, and inter- 
connected circuits/systems throughout the corps in the field. 
The interconnecting of two or more signal centers nodes provides 
for a wider distribution of traffic loads, primary and secondary 
routing over alternate systems, and enhances reliability of 

the communications media consistent with demands envisioned 

for proposed data systems. Instructions in this signal annex 
pertaining to these systems should include the doctrinal proce- 
dures that apply to all elements of the command. 


w. Miscellaneous. Information pertaining to the location 
of the C-E officer, selection of command posts, instructions 
governing the preparation of the CEOI, SOP, and the instructions 
pertaining to C-E planning for future operations. © 
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LESSON 3 REVIEW EXERCISE 2 
Complete items 1 through ey 
i, Broad statements of C-E policy are contained in the 
body of the command SOP, the more detailed instructions are 
found in the C-E Annex to the command SOP. 


a. Tene be Pa lee: 


2. . List four suggested subjects for inclusion in the 
C-E Annex or the signal unit SOP. 


oe The location of switchboards, patching circuit/system 
control facilities should be found under what subject title? 


a. Telecommunications centers. 
bs Wire communications. 
(ome Multichannel communications. 
as Radio communications. 


4. What publication would contain elaborate instructions 
on EW and ECCM? 


a. Battalion SOP. 


b. Command Operations Order. 


Cx EW Annex. 

ds CESI. 

Ds What is the new CEMS element that replaces both the 
FACCON (facilities-control) and TECHON (Technical-control) ? 

Ao CSPE. C. CNCE. 

b. CSCE. as CESE. 
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6. .How many digits are contained in a system or circuit 
designator?.: : | 


ae 5. | ene oy 

a a. dy 
CHECK YOUR ANSWERS WITH LESSON EXERCISE 2 SOLUTION SHEET PAGE 108. 
3-8 INTELLIGENCE. 


The C-E officer, together with the electronic warfare — 
officer, should assist the G2 in the preparation of those por- 
tions of the command SOP that pertain to signal intelligence 
(SIGINT). Information provided by the C-E officer includes 
instructions on types of documents and equipment to be 
processed through signal technical intelligence channels, | 
methods for reporting the capture of such documents and 
equipments, and the provisions for security of signal communica- 
tions installations. The C-E officer also provides the 
information pertaining to enemy C-E operations required to 
assist in the preparation of communications and electronic war- 
fare plans. 


3-9 STAFF C-E SECTION SOP. 


The purpose of this SOP is to provide instructions that 
will facilitate planning and operations and assure that all 
elements of the staff are aware of their assigned responsibil- 
ities and functions. It aids in coordinating C-E matters with 
members of the staff and elements of the command. Examples of 
items that may be included in the C-E section SOP are-- 


Cae ee AO. eee RN ee eee 


en 


ities of the command. Preparation and distribution of plans, 
orders, and instructions. This procedure should specify, as a 
minimum, the following: 


(1) Staf£ member responsible for preparing and disposing 
of records and reports. 


(2) What coordination is to be accomplished in their ; 
preparation. a 


(3) Who has final authority to approve plans. 
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(4) Who authenticates orders and instructions. 


(5) To whom and how plans, orders, and instructions are 
to be issued. — 


c. Preparation and Disposition of Records and Reports. 


These responsibilities are clearly defined in the AR 340-18 
series. © 


ff. Miscellaneous. The C-E section SOP may also include 
instructions pertaining to the preparation and processing of 
correspondence, maintenance of situation maps, and methods of 
conducting briefings. . 


3-10 Signal Unit SOP. 


a. The signal unit SOP provides for the operation of the 
signal unit in the execution of its assigned missions. It 
amplifies the command SOP in order to provide more specific and 
detailed instructions for the various elements of the signal 
unit. Its scope is determined by the type of unit, the amount 
of detail the unit commander desires, and the echelon of com- 
mand to which the unit is assigned. As a minimum, the SOP 
will include-- 


(1). Specific responsibilities to each major element of 
the unit. 


(2) Instructions on unit operation that the commander 
considers as routine and of such importance that continuing 
instructions are desirable. 


(3) Instructions governing the execution of all C-E mis- 
sions assigned. 


(4) Instructions pertaining to the routine service sup- 
port and operations to include personnel policies and proce- . 
dures, unit service support procedures, all classes of supplies, 
all types of equipment, maintenance, inspection procedures, Pees 
physical security, and others as directed by the unit commander. 
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b. . The SOP of the signal unit is prepared to conform 
to the SOP of the command to which assigned. It may be 
published as a single document or a basic document with a 
series of annexes. The latter form is preferred. It contains 
instructions of general interest to the unit in the basic 
document, and separate annexes containing technical instructions 
or procedures that apply only to particular operations or 
elements of the unit. — 


3-11 SUMMARY. 


A. The SOP is one of several types of orders you as the 
signal unit commander will use to do the job. This SOP contains 
instructions covering those features of operations. which lend 
themselves to a definite or standardized procedure. The instruc- 
tions in a good unit SOP cover almost every phase of the unit's | 
operation, and are of adequate detail to reduce the need for 
other type orders. The SOP reflects approved, published doc- 
trine as modified by local operating conditions, and the pol- 
icies of the command. | 


b. The scope of the SOP varies with the echelon of the 
preparing command. An SOP for a division is broad in scope; 
thus, providing only essential instructions for all elements 
of the divisions. As the scope of the SOP decreases, the 
detail it contains will increase. Throughout the Army you 
will find there are several formats used to develop the SOP; 
the following are two types you will see most. 


(1) An all inclusive document of sections and paragraphs 
detailing the duties, responsibilities, and operation of the 
unit. This format does not contain annexes. ‘ 


(2) A basic document containing instructions of general 
nature and interest to all elements and operations of the unit. 
It will i.ave separate annexes for each type of function and 
technical or specific instructions for individual units and/or 
personnel. 


eC. The main points you should remember about the SOP are 
clarity and completeness, be organized so that needed informa- 
tion and instructions are easy to locate, and the format used 
by subordinate units must comply with and relate to pertinent 
parts of the SOP of the higher command. 


wa 
ep 


O 068 7 57 


LESSON 3 REVIEW EXERCISE 3 

Complete items 1 through 4. 

1. The staff C-E section SOP contains instructions for 
planning and cperations of the Division Signal Battalion Head- 
quarters and assigns responsibilities and functions to all 
elements of the staff. © 

a. True. — Dy. False. 


2. The C-E section SOP may include instructions on the © 
preparation and maintenance of situation maps. — 


Ae True. h. False. 


ae What three factors determine the scope of the signal. 
unit SOP? 


4, What two formats may be used when preparing and 
publishing the signal unit SOP? 


CHECK YOUR ANSWERS WITH LESSON EXERCISE 3 SOLUTION SHEET PAGE 108. 
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Section II COMMUNICATIONS-ELECTRONICS OPERATION 
INSTRUCTIONS (CEOT) 


3-12 PURPOSE AND DISCUSSION. 


This section describes the new CEOI and explains how to use 
it. In the past, communicators prepared a CEOI manually. The 
standing instructions which explained how to use the CEOI were 
also prepared manually and published as a separate document 
called communications-electronic standing instructions (CESTI). 
Today, these instructions are provided Army units in a two part 
package. The basic document is provided to a command on a 
monthly cycle. It contains such items as the daily changing call 
Signs, frequencies, suffixes, and other changing supplemental 
items. A separate supplemental package is provided on a one 
time (or as needed) basis. This package contains handling 
instructions, general instructions, telephone switchboard 
designators, and other items which change infrequently. A com- 
mand simply combines these two documents in the field to make a 
complete CEOI. Although the title, CEOI, remains the same, the 
method of preparing a CEOI and the use of its contents have 
changed. The new CEOI is prepared at a central location, using 
automated techniques. These techniques replace the old method 
of tactical radio call signs being selected from two word 
combinations. Instead, the new CEOI lists call signs using 
letter-number-letter (LNG) combinations selected by a computer. | 
This allows the changing of call signs, suffixes, and frequencies | 
at least every 24 hours. , 

a. Description and Makeup. All CEOI's are now one stan- 
dard size: 4-174 x 4-374 inches. See example of front cover of 
CEOIT Figure 3-1. They will fit easily into a soldier's field 
jacket pocket to ease handling. They reach the major commands 
ina complete package assembled in a "layered" configuration: 
that is, part of the package that applies to subordinate units 
can readily be separated and distributed. The exact makeup of 
each CEOI package is determined by the using command. This 
means that each major command communications-electronics officer 
is responsible for finishing the initial information and 
promptly reporting to the preparing agency all changes or 
required updates so the computer can keep pace as his organiza- 
tion, plans, and programs change. Each CEOI package contains 

three segments. A segment covers ten time periods. This 
provides enough material for a 30 day period. Should loss or 
compromise occur at any time during a day, the command merely 
shifts to the next time period segment. This gives the appear- 
ance as one operating and two reserve segments, and the reason 
for putting the CEOI package into three segments is to reduce 
the impact of possible loss or compromise. The "heart" o¢ the 
new CEOI is the capability to change call signs, suffixes, and 
frequencies at least every 24 hours, and this is possible by 
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KTV 


608 B. NO 17157} 
(CLASSIFICATION) 


52ND INFANTRY DIVISION (MECH) CEO] 
Controlling Authority: CDR, TRADOC 


ad 


THESE INSTRUCTIONS MUST BE READ AND THOROUGHLY 
UNDERSTOOD BEFORE THIS PUBLICATION IS USED 


HANDLING INSTRUCTIONS 


NOTE: THIS PUBLICATION MUST BE COMBINED WITH KAY 600 
SER SUP 1 TO FORM A COMPLETE CEOI. 

1, This publication consists of Handling Instructions, CEO! Cover 
Sheet, Index, 10 Time Periods of Suffixes, Call Signs, and Frequencies, 
Item Number Identifiers, Pyrotechnic and Smoke Signals, Signs and 
Countersigns, and Back Cover. 


2. This publication is to be used for classroom training and sample 
purposes only. This publication will not be used for actual operations. 


(Continued on Reverse) 


(CLASSIFICATION) 


Figure 3-1. Actual size of CEOI. 7 


using automated techniques. ‘This method removes the time-consum- 
ing manual CEOI preparation requirement from the using command 
and improves our communications security posture. It DOES NOT 
remove from the tactical commander overall responsibility for 

his command CEOI system. | 


by - y 
the controlling authority of your CEOI system. The C-E officer, 
acting for the commander, insures that the current CEOI is 
available to those who operate communications systems. The C-& 
officer insures that higher and adjacent organizations get 
copies of his CEOI. As the controlling authority's representa- 
tive, he decides who will be designated as holders, and 
establishes effective dates of the CEOI editions and segments. 
All users must be familiar with the general and special instruc- 
tions in the CEOI, if effective and responsive communications 
are to be available. As mentioned earlier, (the CEOI supplement) 
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your CEOI contains specific instructions, for the operation of 
C-E equipment. , systems, and facilities within, your command. The 
command CEOI is the only authorized document from which subor- 
dinated elements will extract call signs and frequencies for 
unit's CEOI's. 

Cx Contents. The new CEOI contains general and special 
operating instructions. With these instructions in the CEOI, | 
each communications user has in one package all the guidance he 
needs to operate tactical communications effectively and securely. 
All CEOI's are standard in format to meet the needs of the 
organization it is prepared for. 


as Format. On the index pages of the CEOI, you will find 
the contents are listed and identified by item number. Figure 
3-2 shows example index of the CEOI. These numbers relate only 
to the CEOI your command is using and are not standard throughout 
the Army. These item numbers are very useful when you are 
communicating with someone else who holds the same CEOT you do. 


;le Channel: Radio Nets. Field radio stations are. 
grouped into nets according to the tactical situation. To con- 
trol a net, one station, usually the one serving the highest 
echelon is designated as the net control station (NCS). The. 
authority of the NCS is absolute. The NCS opens and closes the 
net, grants or denies permission to enter the net, corrects © 
errors in operating procedures, and maintains net discipline. 
The call sign assigned to the highest echelon within the net 

is used by the NCS when a collective call is desired. Radio 
nets will normally be operated as free nets. In free nets, sta- 
tions may exchange traffic without prior permission from the 
NCS. When traffic is heavy, or when operators are inexperienced, | 
the NCS may order a directed net. In this case, no station will . 
transmit without first calling the NCS and requesting permission. 
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(CLASSIFICATION) 
KTV 600 Series INDEX 1 


ITEM ITEM NO 


INDEX 
SUFFIXES 
COR QUICK REF MAJOR SUBOR ELMS AND CBT BNS 
CALL SIGNS AND FREQS 
COR QUICK REF DIV AND SUPPORT 
CDR QUICK REF 1ST BODE 
CDR QUICK REF 2ND BDE 
CDR QUICK REF 3RD BDE 
CDR QUICK REF DIVARTY 
CDR QUICK REF DISCOM 
CDR QUICK REF RATT 
COR QUICK REF SSB VOICE 
S2ND INF DIV (MECH) CALL SIGNS AND FREQS 
DIV ADMIN 
DIV OPS/INTEL RATT 
DIV ADMIN/LOG RATT 
DIV TOC SSB VOICE 
ATC CALL SIGNS AND FREQS 
1ST BODE CALL SIGNS AND FREQS 
1-77 INF BN 
1-78 INF BN 
1-2 ARMO BN 
1ST BDE RATT 
2ND BDE CALL SIGNS AND FREQS 
1-79 INF BN 


INDEX 


(CLASSIFICATION) 
. KTV 600 Series INDEX 


ITEM (TEM NO 


1-80 INF BN 
1-3 ARMD BN 
2ND BOE RATT 
3RD BDE CALL SIGNS AND FREQS 
1-81 INF BN 
1-82 INF BN 
14 ARMO BN 
1-5 ARMD BN 
3AD BDE RATT 
DIVARTY CALL SIGNS AND FREQS 
140 FA BN 
1-41 FA BN 
1-42 FA BN 
1-43 FA BN 
DIVARTY CF RATT 
143 FA BN RATT 
DISCOM CALL SIGNS AND FREQS 
52ND MEO BN 
52NO S&T BN 
52ND MAINT BN 
52ND MAINT BN SS& VOICE 
52ND MM CO SSB VOICE 
1-23 CAV SQDN CALL SIGNS AND FREQS 
D TRP 1-23 CAV 
1-23 CAV SQDN SSB VOICE 


INDEX 2of 4 
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(CLASSIFICATION) 


KTV 600 Series INDEX 1 


ITEM ITEM NO 


1-441 ADA BN CALL SIGNS AND FREQS 
FAAR PLT 
1-441 ADA BK SSB VOICE 
52ND ENGR 8% CALL SIGNS AND FREQS 
52ND ENGR ADM PLT SSB VOICE 
52ND MP CO CALL SIGNS AND FREQS 
52ND Mi CO CALL SIGNS AND FRECS 
S2ND SIG BN CALL SIGNS AND FREQS 
52ND AVN BN CALL SIGNS AND FREQS 
AHC 52ND AVA! BN 
AHC PLT'S 
GEN SPT CO S3ND AVN-BN 
52ND ASA CO CAXL SIGNS AND FREQS 
52ND ASA CO RATT 
SPARE CALL SIGNS AND FM FREOQS 
SPARE CALL SIGNS AND FM FREQS 
SPARE CALL SIGNS AND VHF FREQS 
SPARE CALL SIGNS AND UHF FREQS 
SPARE CALL SIGNS AND HF FREQS 
ITEM NUMBER IGENTIFIERS 
PYROTECHNIC AND SMOKE SIGNALS 
SIGNS AND COLATERSIGNS 


. (CLASSIFICATION) 
KTY 600 Series - INDEX u 


NOTE: THE FOLLOWING ITEMS ARE CONTAINED IN KAV 600 SER 
SUP AMD OAUST BE ATTACHED TO KTV 600 TO FORM A 
COMPLETE CEOI. 


(TEM 


INDEX 

GENERAL INSTRUCTIONS 

RC-292 ANTENNA &STRUCTIONS 

SOUND SIGNALS 

PANEL SIGNALS 

GROUND AIR EMERGENCY SIGNALS 

WIRE TAGGING SYSTEM 

TELEPHONE SWITCHBOARD DESIGNATORS 
TELEPHONE NUMBER DIRECTORY 
INTERFERENCE REPORT/ECCM MEASURES 
TRANSMISSION SECUIRTY INSTRUCTIONS 

EEF! INSTRUCTIONS 

AUTHENTICATION INSTRUCTIONS ; 
TRANSMISSION AUTHENTICATION ASSIGNMENTS 
KEY LISTS 

OPERATIONS CODE F 
NUMERAL CIPHER: AUTHENTICATION SYSTEM 
BREVITY LIST 


&at & 


LESSON 3 REVIEW EXERCISE 4 


Complete items 1 through 6. 


be. 


Under the new automated CEOI, what word and number 


combinations are used for call signs? 


a. 


b. 


Letter-Letter-Numbér. (LEN). 


_ Number-Number-Letter. (NNL). 


Number=-Letter-Number (NLN). 

Letter-Number-Letter (INL) . 

What is the new standard size of the automated CEOI?- 
4 1/74 x 4 3/4 inches. 

5 1/4 x 5 3/4 inches. 

5 x 8 inches 

8 x 10 1/2 inches. 


How many time periods does each segment contain in the 
CEOTL? 


2 Ce LS; 
10. d. 50%. = 


The "heart" of the new CEOI is the capability to change 


call signs, suffixes, and frequencies at least every 36 hours. 


True. b. False. 


What is the item number of the index of the CEOI? 
4. Cy 2 
3. d. Ls 


What type of net is used when stations may exchange 


traffic without obtaining prior permission from the NCS? 


SE 


CHECK YOUR ANSWERS WITH LESSON EXERCISE 4 SOLUTION SHEET PAGES 
108 AND 109. 
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Ee Call signs, suffixes, and frequencies. A call sign 
has two parts. Both parts change at least every 24 hours. The 
first part. uses a letter- number-Letter combination which is 
randomly selected. . This is the basic call sign. The second 
part is the suffix. Normally, it consists of two numbers, 
but if the command contains more than ninety-nine users, 
extender letters are added, such as A, B, and so on. The last 
letter of the basic part is. unique to the echelon at which the > 
user operates. For example, in a battalion, no two stations 
would have the same last letter. The reason for this is that it 
permits an abbreviated call sign for routine use in a functioning 
net. See Figure 3-3 for examples of call signs. A call sign 
“must be used on its effective date. At no time will a new call 
sign be used on an old frequency. By the same token, an old 
call sign will not be used on a new frequency. Call signs, 


(CLASSIFICATION) 
KTV 606 B CALL SIGNS 
DIV ADMIN/LOG RATT 
4 @2 


DIV MAIN 
DIV ALT K8T Xid 


1 BDE N6F WBY 
2 BDE E40 Z7L 
3 BDE O6Z  ~C®OH 
DIVARTY R4J E50 
1-23 CAV SQDN W7B M7M 
1-441 ADA BN B3Xx Z7E 
52 ENGR BN 


DIV AOMIN/LOG RATT 


Figure 3-3. Example of CEO! Item CALL SIGNS. 
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suffixes, and frequencies are changed simultaneously throughout 
the organization at least every 24 hours. The time to change 

is specified in the general instructions item. If you are 
supposed to change at an odd time, you will be so informed through 
proper channels. An example of suffixes contained in the CEOT 

are shown in Figure 3-4. A frequency is assigned to a radio 

net for a stated period of time. The block of frequencies allo- 
cated to the command are assigned to designated nets by a cen- 
tralized computer. This permits nets to change frequencies at 


(CLASSIFICATION) 


KTV 600 8 - 
: SUFFIXES-TIME PERIOD O1 . 


TARGET ACQ OFF TM/SQD/SEC/DET/TK 7 

AI0&-DE-CAMP 32 AN OFF 4 

C-E OFF TM/SQD/SEC/DET/TK 8 

MAINT OFF ATSE 

AIRCRAFT 12 FO/RECON/TACP 6 

G3/S3 AIR COMSEC OFF 

MATERIEL OFF TRANS/MOTOR OFF 

AVLB SEC FSE 

Gi/Si €W OFF 

MET CHIEF OF STAFF/XO 
ASA OFF SURGEON/MED OFF 
FO/RECON/TACP 1 FO/RECON/TACP § 
PLT/SEC/TEAM LOR ACE 

4 AIRCRAFT 6 HQ COMOT 
FO/RECON/TACP 3 FOC 
FSCOORD TM/SOD/SEC/DET/TK 1 
G2/S2 AIRCRAFT 1 
AG : AME 

SURVEY OFF RADAR 

FLT OPS AIRCRAFT 19 

AIRCRAFT 8 AIR DEFENSE OFF 

RECOVERY VEH CHAPLAIN 

G3/S83 AIRCRAFT § 


1G 
PLT/SEC/TEAM SGT 
OFF 3 


S 
FO/RECON/TACP 2 
AIRCRAFT 7 

2 SPARE 8 

3@ NAICO SPARE 2 


SUFFIXES 
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KTV 640 B 
SUFFIMES-TIME PERIOD @1 


FAC/ACT TM/SQD/SEC/DET/TK 4 
AVN OFF FO/RECON/TACP 4 
G3/S3 OPS CHEMICAL OFF 
TM/SQD/SEC/DET/TK 3 SPARE 10 

SPARE 6 SPARE 7 

LN OFF 2 AF LN OFF 
TM/SQD/SEC/DET/TK 2 1SG 

SG FROVOST MARSHAL 
AIRCRAFT 2 AIRCRAFT 3 

FLT FOL 

LN OFF i 

SPECIAL WEAPONS OFF 
RWI 


HELICOPTER PAD 
COMMANDER 
TM/SQD/SEC/DET/TK 5 
CONTROLLER 
AIRCRAFT 4 

SPARE 4 

“AIRCRAFT 9 

GS/S5 


REAR 

SPARE 3 

JR AIDE/2ND ASST 

PILOT 

FORWARD 

STAFF ASST - 

ENLISTED ASST 

ALTERNATE 

MALN 

SR AIDE/1ST ASST 

DRIVER/RATELO 
AMMO OFF 

3 SPARE 1 
TM/SQD/SEC/DET/TK 6 
SPARE 5 


VOLZErACITOUNMOODDY 


G2/S2 AIR 
AIRCRAFT 11 
SPARE 3 R FIRE CONTROL TEAM 
898 SAFETY OFF OIC 
8@ RETRANS : : T COPILOT 


SUFFIXES 


Figure 3-4. Exemple of CEO! Item SUFFIXES. 
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least. daily. It does not provide more frequencies but does 
allow better utilization. Sample of assignment of frequencies to 
a net is shown in Figure 3-5. — 

g. Distribution and Requisition of the CEOI. The CEOI is 
prepared and published by the Director, National Security Agency 
(NSA) and shipped direct to the COMSEC custodian of each command. 


| (CLASSIFICATION) 


KTV 606 B FREQUENCIES 

DIV ADMIN/LOG RATT 4c 

OL oz 83 4 @5 

DIV A/L P 4.2630 4.2639 89168 93380 73 
3550 
DIV A/LA1 19.1700 17.7970 14.9388 120519 17.7970 
| DIV A/LA 2 24.5318 21.4215 24.2589 21.4215 29.984g 
DIV ADMIN/LOG RATT 4C . 


Figure 3-5. Example of CEO! Item FREQUENCIES. 


Distribution of the CEOI is limited to those units and individ- 
uals who must have them. The C-E officer makes these decisions. 
Subordinate C-E officers determine the distribution of CEOTI 
items within their units and distribute the CEOI extracts 
required by their commands or units. Requisitions for normal 
or supplemental material are sent direct to NSA. Requests for 
resupply are submitted electrically to the Director, NSA, | 

ATTN: S-14, Fort Meade, Maryland 20755. An information copy 
of the message is furnished the Commander, US Army Communications 
Security Logistics Agency, Fort Hauchuca, Arizona 85613. When 
any change occurs that affects the current CEOI (e.g., changes 
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to. items, copy count, available frequencies, or organizational 
structure), NSA must be notified as soon as possible in order 

to have timely change response. — Emergency changes in. the ‘CEOI 
which require immediate action (e.g., implementation of contin- 
gency plans) may be made in a few days. Routine changes, or 
changes which may be anticipated or forecasted, will take 90-120 
days from the date the data is received at NSA to arrival of the 
new CEOI at the user account. © 


he Reserve Edition. Reserve editions of CEOI items are 
retained by the ‘controlling authority to insure rapid replace- 
ment. When reserve editions are issued, the controlling 
authority's representative (the C-E officer) will distribute 
a second edition of the CEOI to all units who.have the first 
edition. The complete reserve edition must be placed in effect, 
and a third edition should be held in readiness. 


a Physical Security and Compromise. The automated CEOI 
is classified if its contents require it. Normally, operational 
and contingency CEOI's are classified CONFIDENTIAL, while admini- 
strative or training CEOI's are UNCLASSIFIED to make their 
handling easier. Those CEOI's classified CONFIDENTIAL or above 
must be given the physical security safeguards and requirements 
set forth in DOD 5200.1-R and AR 380-5. The CEOT belongs to 
the organization it was produced for. Handling procedures 
that insure its efficient and secure use are the responsibility 
of the commander. Accordingly, the commander is the recognized 
controlling authority, and under provisions found in Appendix A 
of AR 380-5, paragraph A= 3b (3), the commander has the authority 


eS eee ee ee is 
veasoneisie for safecuaraine its contents. A thorough under- 
standing of handling procedures established by the unit, combined 


with good common judgment, will greatly assist in keeping the 
CEOI away from unauthorized personnel. The CEOI, or any portion 
of it, is considered compromised when it's fest captured, 
exposed to unauthorized personnel, or when the contents are so 
misused they endanger the security of communications systems. 
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LESSON 3 REVIEW EXERCISE 5 

Complete items 1 through 7. — 

1. The suffix consists of two numbers, but if the command 
contains more than ninety-nine users, extender letters are 
added, such as A, B, C, and so on. 

a. True. — De. False. 

2. A call sign must be used on its effective date and the 
new call sign can be used with an old frequency in case of an 
emergency. 


a. True. on False. 


3. How often can the call signs, suffixes, and frequencies 
be changed simultaneously throughout the command? 


a. At least every 24 hours. 
b. At least every 36 hours. 


Cy At least every 48 hours. 


ay Only when items are compromised. 

4. The CEOI is prepared and published by the== 

a. Director, Office of Civil Defense. 

b. Director, Office of Communications-—-Electronics. 


Ce Director, National Security Agency. 
d. Director, Department of Defense. 


56 The complete CEOI will not be taken forward of what 
“echelon of command? 


a. Platoon. | c. Battalion. 
b. Company. d. Brigade. 


6. How many days material of the CEOI are issued to the 
user at any one time? 


a. 5 days. om 20 days. 


b. 10 days. d. 30 days. 
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7. What Army regulation governs the classification of 
items contained in the CEOI?.. 


a. AR 380-40. © as AR 380-5. 
b. AR 380-41. d. AR 380-6. 


CHECK YOUR ANSWERS WITH LESSON EXERCISE 5 SOLUTION SHEET PAGE 109. 
As “Notification of Compromise. Any individual having 
knowledge of a compromise, ‘suspected compromise, or loss of a 
CEOT must advise the controlling authority by the most expedi- 
tious means available. It is very important that this informa- 
tion be reported to the controlling authority so that the 
situation can be studied and contingency precautions implemented. 
A written report must be submitted within 48 hours after 
initial report giving complete details and circumstances of the 
compromise, suspected compromise, or loss. 


3-13 TYPES OF CEOT. 


Normally, a command will get two types of CEOI materials -- 
"Training and Operational." 

a.  Praining. Training materials are used when the 
command is not engaged against a hostile force. Two training 
editions are held by each command. These editions are unclas- 
sified and marked FOR OFFICIAL USE ONLY. They are reused by 
recycling them within the command until the copies are worn 
out. In practice "A" supersedes "B", and "B" supersedes "A." 
Replacement editions for training purposes may be requisitioned 
by the controlling authority when the material is worn out or 
when major Drgename tonal changes occur. 

b.  Operati » Operational material will be imple-_~ 
mented only eS arene is involved in operations against a 
hostile force, or when instructions are given the controlling 
authority. Normally, these editions are held in reserve for 
operational requirements. Operational material is classified 
at least CONFIDENTIAL. Resupply is made by NSA as the opera- 
tional editions are used. In those situations where operational 
material is used routinely, resupply will be automatic. 
Otherwise, operational editions are resupplied only when they are 
requistioned by the controlling authority. — 


3-14 PRODUCTION OF THE CEOL. 


The automated CEOI is prepared and published by the - 
Director, National Security Agency and shipped to the COMSEC 
custodian of each command. Distribution is handled through | 
armed forces courier service channels. Radio call signs, 
suffixes, and frequencies are programmed by automated techniques 
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using data submitted by the using command. This procedure 
insures that unique letter-number-letter call signs are provided 
for each tactical unit for which the CEOI is designed. To do 
this, the C-E officer of major commands furnishes NSA specific 
input data in accordance with AR 105-64. The input data required 
is a complete list-- 


a. Organizations to be assigned call signs. 

b. Nets to be assigned frequencies. 

c. Frequency assignments. 

d. All nets that share, or possibly share, a common site, 
such as a command post or tactical operations.center. © 

e. All frequencies, in MHz, available to the command 
for assignment. (Power restrictions imposed on frequencies must 


also be indicated). 
3-15 MANUAL PREPARATION. 


A manually produced CEOI may be produced by a command when 
circumstances are such that an automated version is not avail- 
able or must be updated. However, the manually produced CEOI 
must embody the principles of changing call signs, suffixes, 
and frequencies at least every 24 hours. How is this done? 
First, contact the command's supporting USASA Signal Security 
unit and request their assistance. They have prepared, in 
conjunction with NSA, a randomly generated call sign and 
suffix computer printout plus standard nonchanging supplemental 
items to be used by ASA units in supporting Army commands in 
manual CEOI preparation. It is emphasized, however, that the 
responsibility for manual CEOI production rests solely on the 
tactical command which produces the manual system. Figure 3-6 
shows a sample computer run of call signs structured in time 
periods without unit designatioris. It is this type of informa- 
tion your SIGSEC support unit will provide to eliminate the 
time consuming process of local generation of call signs and 
suffixes. The computer run is limited to providing last letter 
uniqueness only if the using unit's netting requirements do 
not exceed twenty-six stations. The computer master shown is 
a sample. A call sign master would contain a randomly gener- 
ated 30 time period printout displaying twenty-six call signs 
for 10 time periods on each page. 


3-16 ITEM NUMBER IDENTIFIERS - USE OF ITEM NUMBER IDENTIFIERS. 
The identification of a unit or station in clear is pro- 


hibited. Item number identifiers are included in the CEOI to 
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(CUTASSTFICATION) 


KTV 692 uASTER A 


a ~ ~ ee — oe 


(CLASSIFICATION) 


Figure 3-6. Sample computer run of call signs 
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“= OSE 


pn 


a Gar 


ROA 


EON 


- [4c 
-- L3T 
- WSR 


D4I 


: cAn 
- wok 


P4K 


- GPL 
- GOT 


nol 
Q50 


= DSI 


L5G 


P6S. 


F6P 
RLO 
AGU 
ROV 


i Poe 


CALL SIGNS 


$2 
J9J 
G4rl 


Qik 


W3A 
Q7K 
RIC 
Z5F 
AB 
S6D 
W1L 
C5E 
BLO 


AGP 
Q8x 
RAG 
2211 
R5U 
Q41 
X8Q 
P3R 
AA4Y 
Nav 
Y8s 
POW 
X2Z 


71 


03 
T8U 
O9F 
NéM 


. ABB 


USK 
GOY 
ii4G 
c3Q 
G2R 
DOH 
au 
C5) 
0°S 
O7N 
Joc 
Q7Zz 
U3T 
HGI 
Hoe 
Wy 


O83 


ESL 
DOW 
cho 
T5A 
L2a 


V4 
Y2F 
L4U 
DoH 
SOG 


149 


Z9J 
ALB 
T5D 
F1II 
1A 
AGR 
¥IS 
PAK 


CAC 


GOL 
B4E 
nPil 
¥2u 
H1Z 
nih 
L70 
LOW 
JIPP 
02T 
REV 
FoY 


structured in time periods without unit designations. 


TZ 


H5 
GSV 
KOR 
OU 
BSE 
AGS 
C5U 
A/T 
ede 
AGZ 
OP 
Hi3c 
Qo 
V9G 
LOB 
Z4lL 
LoQ 
KOL 
V4A 
O11 
G4bD 
Q2K 
Yiot 
yi 
P7W 
T2a 
Gay 
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provide a secure means of identifying your radio net and sta- 
tion. A sample page of item number identifiers is shown in 
Figure 3-7. Item number identifiers are used when you are 
entering a net in which you do not normally operate, or to 
otherwise identify your station. To find your identifier, read 
down the "Time Period" column until you find your CEOI item 
number. Then follow that horizontal row to the extreme left-hand 
column. The two letters found there are your item number 
identifier for that time period. When asked to identify your 
station, simply provide your two-letter identifier and the 
asking station will be able to identify you by referring to 

the item number identifier list and reading across to the proper 
time period column. This provides him with your CEOI item 
number and by referring to that item, he can readily identify 
your station. | . 


EXAMPLE: The A company commander needs to enter the brigade 
command net, a net in which he does not normally operate. (For 
this example the CEOI. Item number is 19B for Company A). It is 
the sixth day of the month and the brigade NCS has a call sign. 
"R7G28." The A company commander has the call sign "T3F07." A 
correct transmission would sound like this: 


"ROMEO Seven GOLF Two Eight," this is "TANGO Three FOXTROT 
Zero Seven." REQUEST PERMISSION.TO ENTER NET -- OVER..." 
“TANGO Three FOXTROT Zero Seven," this is "ROMEO Seven GOLF Two 
Eight." IDENTIFY YOUR STATION -- OVER... "ROMEO seven GOLF Two 
Eight," this is "TANGO Three FOXTROT Zero Seven" REFER TO ALFA 
CHARLIE -- BREAK -- I AM PREPARED TO AUTHENTICATE -- OVER..." 
Refer to Figure 3-7 for the above example. The NCS identifies 
the calling station, then requests the calling state to authenti- 
cate. WARNING: The item number identifier is only a method of 
identifying a unit. It is not a substitute for authentication. 


3-17 TRANSMISSION SECURITY. 


Transmission security (TRANSEC) measures are the steps we 
take to protect transmissions from interception, traffic analysis, 
direction finding, imitative deception, jamming and other 
exploitation by the enemy. Any soldier who picks up a micro- 
phone, pushes a teletypewriter or telegraph key or uncradles a 
telephone automatically becomes responsible for taking all mea- 
sures to get his message through in a manner that does not 
give away any information that is useful to the enemy. 
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KTV 666 B 


19B 
LBA 
5 
16 


8c 
1BA 
141A 
17B 
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KTV 640 6B 


TVEM NUMBER IDENTIFIERS 


O14 02 G4 @5 66 

BA 190 13A 
gE 19A 

9E 

19C 


BY 
Bz 16B 


ITEM NUMBER IDENTIFIERS 


NUMBER IDEN 


a4 
198 
9C 
4B 
9E 
&E 
17C 
3C 
3 
is 
3A 
17 
i9c 
i9 
3E 


@5 
1BA 
8 
9D 
4A 
“12A 
1@ 
6B 
196C 
7 
9B 
3E 
7D 
3 
14 


JTEM NUMBER IDENTIFIERS 


3 OF 3 


Figure 3-7. Example of CEO! tem Number identifiers. 
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TRANSEC at all times by practicing the following measures. They 
Wi ¢ 


(1) Keep the transmission short. 
(2) Follow authorized transmission procedures. 
(3) Maintain circuit discipline. 
(4) Properly orient the transmitting antenna. 


(5) Use a dummy antenna when tuning or maintaining trans- 
mitters. 


(6) Avoid unnecessary transmissions and excessive testing. 


(7) Operate radios at the lowest possible power levels 
that give satisfactory communications. 


(8) Use only authorized call signs, procedure words and 
signs, and operating signals. 


(9) Authenticate as prescribed in the CEOT. 


b. TRANSEC checklist. Radiotelephone operators will 


check and NCS will enforce TRANSEC during every communications 
period. The TRANSEC checklist will include the following 
points. The proper answer for each one is "No." 

(1) Is radio listening silence being violated? 


(2) Is unofficial conversation being exchanged between 
operators? 


(3) Are transmissions taking place in a directed net without 
permission of the NCS? 


(4) Is the operator's personal Sign being transmitted? 


(5) Are call signs being compromised by their association 
with plain language unit designations? 


(6) Is plain language used instead of authorized prosigns 
and operating signals? 


(7) Are the operators using unauthorized prosign= and 
Operating signals? | 


(8) Are the operators using unauthorized and incorrect 
procedures? 
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(9). Do unnecessary transmissions occur? . 


(10) Is the identification of units and individuals being 
disclosed in transmissions? | 


(11) Are calls being transmitted excessively? 


(12) Are transmitting operators sending too fast for 
receiving operators? . 


(13) Is excessive transmitting power being used? 


(14) Are transmitters being tuned with the antennas con- 
nected? 


(15) Is excessive time consumed in tuning, testing, chang- 
ing frequency, and adjusting equipment? 


(16) Are authentication requirements and procedures being 
violated? 


LESSON 3 REVIEW EXERCISE 6 

Complete items 1 through 7. 

1. Once the controlling authority has been notified of a 
lost CEOI item, how soon should a written report be submitted 
giving complete details of the circumstances of the lost CEOI? 

a. 24 hours. Ce 12 hours. 

b. 48 hours. as As soon as possible. 


2% What are the two types of CEOI's? 


. ; and . . . . . ¥ “ Sty 2 he Se Tae 4 


3s Two training editions of the CEOI (A and B) are held 
by each command, they are reused by recycling them within the 
command until copies are worn out. 

2 True. ‘oxy False. 


4. The operational CEOI will be implemented only when a 
unit is involved in-- 


a. a command post exercise. 


b. operations against a hostile force. 
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om operations when a unit is assigned overseas. 


chs operations in a joint Army, Navy and Marine training 
exercise. , ; 


5. A manually produced CEOI may be produced by a command 


when circumstances are such that an automated version is not 
available. 


a. True. b. False. 


6. ftem number identifiers are used when entering your 
assigned net to request permission to transmit a message from 
the NCS. 


a. True. b. False. 


i a The NCS is the only station in a five-station radio 
net to use the TRANSEC checklist. 


a. True. | b. False. 


CHECK YOUR ANSWERS WITH LESSON EXERCISE 6 SOLUTION SHEET PAGE 109. 
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3-18 NUMERAL CIPHER AUTHENTICATION SYSTEM. 


a. The most widely used numeral cipher system today is 
called DRYAD. DRYAD includes a reader guide KAL-61 plus a daily 
numeral cipher insert. See Figure 3-8 example of KAL-61. This 
system is provided by your COMSEC material direct support 
activity. (CMDSA). Instructions on how to use this system are 
contained in the CEOI Figure 3-9 example of item. The DRYAD 
system is used to encode only numbers and coordinates in a plain 
text message or with a brevity list. When operations codes 

are used, the entire message must be encoded. The number of 
daily inserts issued to the user is kept at a minimum, not to 
exceed 8 day's. worth of material. — 


vive KAL-61] 
INDICATOR: WITH INSERT 
COLUMN . 

READER 


GUIDE 


SET \ 
LETTER 


Figure 3-8. Example of KAL-61 (with insert). 
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NUMERAL CIPHER/AUTHENTICATION SYSTEM 
1. The numeral cipher/authentication system will be issued through 
COMSEC channels to units having authorized COMSEC accounts. Unit 
COMSEC Officers will establish accounting procerures in accordance with 


current regulations and coordinate timely resupply. 


2. The amount of keying material issued to users will be kept to a 
minimum (not to exceed ten cryptoperiads). Individual pages of keying 
material will be marked with the register number of the basic document 
when removed fram the basic document, ‘ 

INSTRUCTIONS 
1. GENERAL.-The numeral cipher/authentication system is used to 
encrypt numbers and grid zone designators and for authentication, If an 
entire message must be encrypted, the operations code will be used. 
2. ENCRYPTION. : 

a. Randomly select any two letters (except Z) for the SET INDICA- 
TOR (St). Example: CP. 

b. Find the first letter of SI ("CC") in LINE INDICATOR COLUMN. 

c. Find the second tetter of St ('P’’) in the line indicated by first letter. 
The letter to the right of second Si letter is the SET LETTER. (NOTE: ff 
second Sl letter is last letter on the tine, go to the first letter in the same 
tine for the SET LETTER.) Position the reader guide over the line 
indicated by the SET LETTER. : 


NUMERAL CIPHER/ 
> AUTHENTICATION SYSTEM 


O 


KTV 600 Series ~ 


(CLASSIFICATION) 


(CLASSIFICATION) 
KTV GOO Series 117 
NUMERAL CIPHER/AUTHENTICATION SYSTEM 


d. Find the number to be encrypted in the plaintext numbers on the 
top of the reader guide. For each number, substitute one of the cipher 
Jetters from the SET LINE directly below the plaintext number, (NOTE: 
Use the cipher letters from the SET LINE to encrypt the numbers; do not 
use the letters on the lower half of the reader guide.) Numbers are 
encrypted in the order they appear in the message. Vartants should be 
used for repeated numbers. Transmission will be in the form “| SET 
CHARLIE PAPA {pause} ROMEO NOVEMBER ALFA MIKE.” 


3. ENCRYPTION OF GRID ZONES.-To encrypt grid zones, iocate the 
grid zone designator letters in the plaintext letters an the lower half of the 
reader guide. The cipher letter found in the SET'LINE directly above the 
plaintext letter is substituted for the grid zone letter. No other letters will! 
be encrypted. Grid coordinate numbers will be encrypted in the same 
manner as other numbers. : 

4. DECRYVPTION.-Upon receipt of the SET INDICATOR, find the SET 
LETTER in the manner described under encryption (para 2b and.c). Set 
the READER GUIDE on the tine indicated by the SET LETTER and 
decrypt by substituting plaintext numbers (or grid zone designator letters) 
for the cipher letters. : 
5. CHALLENGE AND REPLY AUTHENTICATION.-When authentica- 
tion is required or desired (note the Authentication Instructions in this 
CEO!H, the CALLED party should ‘challenge first. After giwing the 
appropriate reply, the calling party will then caunter-challenge. 


NUMERAL CIPHER/ 


AUTHENTICATION SYSTEM 20% 3 ar 117 


117 


NUMERAL CIPHER/AUTHENTICATION SYSTEM 
a. To farm a challenge, select two letters (except Z) at random. 


b. To determine the reply, find the first letter of the challenge in the 
LINE {NDICATOR column, Find the second letter in the line indicated 
by the first letter. The reply is the cipher letter directly below the second 
letter of the challenge. (NOTE: If the first letter of the challenge is “Y", 
the reply should be taken fram the ‘‘A” line of the table.) 


6. TRANSMISSION AUTHENTICATION.-Ten columns of transmission 

authentication digraphs are located on the back of each cipher table. 

Column assignments. are made by the Controlling Authority of his 

designated representative. Transmission authentication is used ONLY in - 
cases where authentication is required and it is not passible or desirable 

for the recerving station to reply, Transmission authentication digraphs 

should be used only once. When necessary to use transmission 

authentication, the first unused authenticator in the assigned column will 

be used, and a fine will be drawn through that authentcator to preclude 

its reuse, 


NUMERAL CIPHER/ 
AUTHENTICATION SYSTEM 


Figure 3-9. Example of Numeral Cipher/ Authentication System. 
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b. © Instruction 


To encrypt a message-- 


randomly select any two letters (except Z) for the 
Find the first letter of 


SET INDICATOR (SI). , 
SI ("C") in line indicator column (See Figure 3-10). 


ond letter SI ("P") in line indicated by first letter. 


Example CP: 


aC -KUQ BNP. VE 


ABC DEF 


5? 


Find sec- 


as Bo} SESE eam 587205 
* rama a Rss 1 tay a ec a hee 
ia ay alnies pig 
t 
} 


G 


<—KM=S=CCAWNDOVOSIZ SSK 


VPSY 


NMYA 
KLMS 
JKEV 
SHY.F 
OJGI 
ATFY 
EATC 
QOow! 
RQKH 
QUTF 
UTWM 
YTNL 
BRIV 


of a ee 


(FE GUHS PWL 


NQW 
H" KQJP OWN 
CFH 
VTE 
HDQ. 
RAV 
TKM 
MLR 
HMI S 
TMJ 
GDX 
SHX 
BDI 
HJF 
DNU 
BYU 
QXP 
QON 
LXD 


( 


RE Pee 


ROTECTIVE 


Ti 


O 


TRS 

CTP 

SVW 
—KTC 


LAOS 


MARKING) 


SIC ed ae 


Figure 3-10. KAL-61 (Ist setting). 
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Letter to 


the right of the second SI letter is the set letter (in the 
example is Victor "Vv", See Figure 3-10). 
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(NOTE: 


T£ second SI 


letter is the last letter in the line, go to the first letter ‘in 
-the same line for the set letter. An illustration using Figure 
3-10 shows the last letter being "L," then go to the first letter 
of that line which is "S" and the letter to the right of "S" is 
"G," so in this case the SET LETTER would be "G"). Position 

the reader guide over the line indicated by the SET LETTER ("Vv") 


as shown in Figure 3-11. 


WRB 
DWM 
KUQ 
NLM 
OQR 
PWL 
NQW 
OWN 
CFH 
YTE 
HDQ 
RAV 
TKM 
MLR 
HMI 
TMJ 
GDX 


234 5 
AOP FE UD SQH 
SGL VT ER AUK 
BNP. MOY 
1 UX CPY 
UIA 
AOC 
XLM 
VLM 
GXW 
UQH 
SXT 
ELG 
CHD 
NGB 
SJO 
UPE 
UFN 


SH® EDN 


BDI 


DEF 


3 


PYS JK 


GR 


FIP NC 
KTC 


G ROTRCTIVE MARK ING) 
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Figure 3-11. KAL-61 (2d setting). 
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